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Ask the Experts
Prolifics, a premier-level IBM Business
Partner and 1 of 3 WebSphere Service
Providers retained by IBM, specializes 
in WebSphere migrations.

Having conducted numerous migrations,
both from earlier versions of WebSphere
and from other J2EE application servers,
such as BEA WebLogic, Oracle AS or Sun
iPlanet, Prolifics has migration tools and 
a methodology that avoids unnecessary
risk, time, effort and cost.  

From J2EE App Servers to WebSphere
Prolifics conducts Migrations from other 
J2EE Application Server environments such
as BEA WebLogic, Oracle AS, Sun iPlanet, etc.

From WebSphere v3.5/ v4 to v5
Prolifics migrates from earlier versions of
WebSphere to IBM’s latest release.

Taking You Step by Step
Prolifics offers M I G R AT I O N  A S S E S S M E N T S ,
PROOF-OF-CONCEPTS, and W E B P S H E R E  

M E N T O R I N G  to help you validate, plan, 
and execute a successful transition. 

Prolifics
Winner of 2003 IBM BUSINESS PARTNER

LEADERSHIP AWARD

116 John Street
New York, New York 10038
www.prolifics.com
crm@prolifics.com
800.675.5419
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Is IBM Standing Still?
BY ROGER STRUKHOFF

FROM THE EDITOR

Random encounters can pro-
vide unexpected illumina-
tion. If you are the type of 

person who just starts talking to 
strangers anywhere anytime, as I 
am, the conversations that ensue 
can relate to your work a suprisingly 
high percentage of the time.
 And so it went with a conversation 
I had with at a recent college football game in San 
Diego. The game itself wasn’t very good, with the 
local lads getting a sound beating from the opening 
kickoff, so our conversation quickly turned from 
discussions of the size of today’s offensive linemen 
and defining the modern-day intentional ground-
ing rule to a sudden segue into the future of IBM, 
prompted by the question, “what do you do when 
you’re not watching college football?”
 It turns out that my seat mate was a sales 
manager for IBM Global Services, “the other 
IBM” as it’s billed these days. “We’ve got to do 
something,” he said. “Oracle announces a new 

acquisition almost every 
week, it seems, and (IBM 
is) just standing still.”
     But there’s been a 
flurry of recent announce-
ments by Blue, I coun-
tered, including news of 
a passably major acquisi-
tion, that of DataPower. 
“Not enough,” he said. 

“(Oracle’s) Larry Ellison has said the industry is 
in a major consolidation phase, and he’s doing 
everything he can to make sure this is so. But 
IBM is just standing around, waiting for the 
market to come to it.”
 I found this viewpoint to be quite interest-
ing, given that IBM has been among the more 
active companies in recent weeks, even though 
it hasn’t tried to swallow a truly major company, 
despite endless rumors that it will do so some 
day. The trouble with these rumors, besides the 
obvious fact that they’re rumors, is that IBM’s 
history is not one of major acquisition.
 Other than the Lotus exception (which prob-
ably proves the rule) many, many years ago, Blue 
is not known to go out and try to rip the heart 
out of the industry by buying a DEC, say, or a 
Compaq, a JD Edwards, a PeopleSoft. Instead, 

the company consistently tries to be 
all things to all people and win the 
game by sheer size and by industry-
leading support. 
     Most recently, IBM has been pro-
moting itself as a friend to the open-

source community, through the 
Apache Foundation and with major 
announcements aimed at the Eclipse 

Foundation and at the storage community. The 
company’s efforts are seen by many as nothing 
more than the big wolf trying to control thing by 
donning some open-source sheep’s clothing, but 
nevertheless, IBM is opening itself to tremendous 
potential levels of input (and criticism) from all 
quarters with this activity, which is hardly the 
behavior of the secretive, closed culture associ-
ated with the company for many years.
 IBM is by far the leader in web services, and 
has an advantage in the burgeoning SOA segment 
within that market. That is the topic of primary 
importance to this magazine and our readers. So a 
breakdown of how the company is faring in each of 
its business aspects is not totally relevant in these 
pages. But WebSphere developers need to remain 
confident that the company behind the technology 
will remain very strong in coming years. 
 Unbelievably, IBM looked a lot like a dying 
company a decade and a half ago. But it has 
rebuilt its image, remained strong across the 
board. It’s good to know that at least one IBM 
exec is restless, that he wants the company to do 
more. This spirit is what keeps great companies 
great. But the company is hardly standing still. 
It seems as if the recent tide of announcements 
will keep rolling in over the months to come. 
 Now, if we could just do something about 
that lack of pass protection in San Diego...  

Roger Strukhoff, editor-in-chief of WebSphere Journal, is West 
Coast Bureau Chief for the SYS-CON News Desk, and President 
of  www.wdva.com. He spent 15 years with Miller Freeman 
Publications and The International Data Group (IDG), then 
co-founded CoverOne Media, a custom publishing agency that 
he sold in 2004. His work has won awards from the American 
Business Media, Western Press Association, Illinois Press 
Association, and the Magazine Publishers’ Association. Read his 
blog at http://www.rssblog.linuxworld.com. 
roger@sys-con.com
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A Blueprint for Change

ILLUMINATING WEBSPHERE

SOA solutions are designed 
as assemblies of services 
in which the description 

of the assembly is a managed, 
first-class aspect of the system, 
and hence amenable to analy-
sis, change, and evolution. A 
system is then viewed as a cho-
reographed set of service inter-
actions, so enterprise solutions 
appear as federations of services 
connected via well-specified contracts 
that define their service interfaces. The 
ultimate goal of adopting an SOA is to 
achieve flexibility for the business and IT.
To bridge the gap between business and 
IT processes, companies are taking a busi-
ness-driven approach to SOA develop-
ment. The following practical guide will 
address how businesses can develop an 
SOA to meet their specific IT and business 
challenges. 
 Business-Driven Development for SOA
Business-driven development for SOA 
addresses two of the key challenges facing 
business leaders – improving responsive-
ness and aligning IT with business goals. 
When business requirements are used 
to drive all downstream development 
activities, the gap between IT and business 
closes. In the context of service-oriented 
development, what results are exception-
ally flexible solutions that can be rapidly 
adapted to meet changing business needs 
and priorities. 
 
The IBM Rational Software 
Development Platform for SOA
 The IBM Rational Software 
Development Platform is a complete, 
open, modular, and proven solution for 

developing software. It provides develop-
ment teams with a powerful foundation 
for business-driven development of SOA 
solutions, and supports many other styles 
of development as well.
 The IBM Rational Software 
Development Platform supports key 
capabilities for building SOA applications 
including: requirements and analysis; 
design; construction; software quality; pro-
cess and portfolio management; and soft-

ware configuration management. 
The following overview provides 

a brief look at each of these 
capabilities, how they fit into 
an SOA approach, and the IBM 
Rational Software Development 
Platform tools that support 
them. This overview will set 
the stage for a more in-depth 
exploration of how all of these 

tools work together in the devel-
opment lifecycle of an example 

SOA project.  

The IBM SOA Programming Model
 The IBM programming model for 
Service Oriented Architecture separates 
development and deployment activi-
ties into separate phases that can occur 
at different times and can be done using 
different skills, by different individuals. 
This yields a true separation of concerns, 
enabling the repurposing of software com-
ponents.
 Key elements of the programming 
model being driven by the IBM Rational 
Software Development Platform include:
• Service Data Objects (SDOs): Now in the 

standardization path at the Java Com-
munity Process. SDOs provide a simpli-
fi ed data access programming model for 
various resources and complement the 
core Web Services standards XML, WSDL, 
and SOAP.

• Business Process Execution Language 
for Web Services (BPEL4WS): A service 
orchestration and component scripting 
standard that supports workfl ow and 
business process integration.

• JavaServer Faces (JSF): A Java framework 
that speeds Web application develop-
ment for developers who are not expert 
at J2EE.

The need to respond to changing business 

demands with flexible IT solutions has led 

many businesses to service oriented archi-

tectures (SOAs). An SOA is an IT framework 

that combines individual business functions 

and processes, called services, to implement 

sophisticated business applications and pro-

cesses. SOA is an approach to IT that consid-

ers business processes as reusable compo-

nents or “services” that are independent of 

the applications and computing platforms on 

which they run. 

The IBM Rational 
Approach to SOA

BY JIM PALISTRANT

Jim Palistrant is a Market 
Manager at IBM Rational 
that has been working on 
development and test tools 
for most of his IBM career.  
He started working on IBM’s 
Java and Web development 

tools in 1995, helping to bring the WebSphere Studio 
tools to market.  In 2004 he joined the Rational team and 
helped bring the Rational Developer products to market.  
In 2005 he became the Market Manager for Rational SOA 
Solutions.  He is a frequent speaker at technical confer-
ences and to customers around the world.
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• Customization of applications using 
external policies and rules: A series of 
emerging standards are in development 
for policy definition and enforcement, 
including Web Services Policy and OMG 
Business Semantics of Business Rules 
(BSBR).

Business Modeling and 
Requirements
 Effective business-driven development 
starts by analyzing business requirements, 
needs, and existing processes. This analy-
sis is then used to drive requirements, and 
all subsequent stages of development. 
 IBM WebSphere Business Modeler 
enables analysts to model, simulate, and 
analyze complex business processes 
quickly and effectively. Analysts use 
WebSphere Business Modeler to model 
“as-is” and “to-be” business processes, 
allocate resources, and perform “what-
if” simulations to optimize and estimate 
business benefits. Later these models can 
be transformed into Unified Modeling 
Language (UML) and Business Process 
Execution Language (BPEL) to jump-start 
design and integration activities.  

Service-Oriented Solution Design
 An effective approach to designing a 
service-oriented application requires the 
modeling and definition of well-defined, 
well-documented interfaces for all major 
service components prior to the construc-
tion of the services themselves. 
 IBM Rational Software Architect is an 
integrated design and construction tool 
for creating service-oriented applications. 
By leveraging model-driven development 
with the UML and unifying all aspects of 
software application architecture, Rational 
Software Architect enables software archi-
tects to design flexible services architec-
tures and automatically apply design pat-
terns for SOA from analysis and design to 
implementation.
 To assist with solution design in a 
services-oriented world, IBM Rational 
Software Architect can be specialized with 
domain-specific notations and languages 
relevant to defining, assembling, and man-
aging services. General mechanisms are 
available to create customized notations 

using built-in product extension mecha-
nisms. Examples of domain-specific lan-
guages created using these mechanisms 
include:
• The UML Profile for Software Services: 

Accelerates the transformation of busi-
ness processes into Web Services by pro-
viding a common language for describ-
ing services, helping software architects 
to model, map, and partition services.

• The UML Profile for Business Modeling: 
Presents a language for capturing busi-
ness models in UML and is supported by 
the Business Modeling Discipline in IBM 
Rational Unified Process.

Service-Oriented Solution 
Construction
 Java, J2EE, and Web developers are 
often tasked with creating the core ele-

Figure 1: Business-Driven Development for SOA transforms business processes into composite applications 
 that automate and integrate the business 

Figure 2: The IBM Rational Software Development Platform for SOA
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ments supporting SOA, typically Web 
Services. Manually creating Web Services 
– or even developing systems that con-
sume existing Web Services – requires a 
substantial amount of tedious and error-
prone work.
 IBM Rational Application Developer is 
a comprehensive integrated development 
environment for service-oriented develop-
ment that automates many of the tasks 
commonly performed in the construc-
tion and consumption of Web Services 
so developers can focus on writing the 
business logic code, and rely on Rational 
Application Developer to automate every-
thing from WSDL file and code generation, 
to test proxy generation and WS-I confor-
mance verification.. 
 Rational Application Developer greatly 
simplifies the process of creating a Web 
Service top-down based on require-
ments specifications and UML models. 
Developers save time and reduce errors 
by using Rational Application Developer 
to automatically generate WSDL files that 
contain an XML schema to describe Web 
Services as well as skeleton JavaBeans or 
Enterprise Java Bean (EJB) files. Rational 
Application Developer also includes an 

XML Schema Definition (XSD) editor for 
specifying the format of messages. Finally, 
Rational Application Developer’s J2EE 
Component Architecture tools can be used 
to repurpose existing CICS and IMS trans-
actions as Web Services. 
 Rational Application Developer’s 
Enterprise Generation Language sup-
port enables business-oriented and pro-
cedural developers, who may not know 
Java, to exploit Java to develop, test, and 
debug data-driven Web applications, Web 
Services and business logic using proce-
dural programming constructs. EGL’s com-
prehensive Web Services support handles 
most of the hard work in developing or 
consuming Web Services. Very little cod-
ing is required to consume existing Web 
Services or to enable existing assets and 
this leads to a shorter learning curve and 
high productivity for business-oriented 
developers.
 To enable developers to build in quality 
early in the development cycle, Rational 
Application Developer includes auto-
mated code review tools to validate coding 
best practices, component test tools to 
automate the creation of test stubs, har-
nesses and input data based on WSDL file 

analysis and performance profiling tools 
information to detect and diagnose bottle-
necks, deadlocks, and race conditions that 
enable developers to build quality early in 
the development cycle 
 Rational Application Developer also 
automates the process of discovering 
and consuming existing Web Services. 
Developers use a built-in UDDI Explorer 
tool to browse UDDI registries, find Web 
Services, and import them into a project. 
And, Web designers can invoke a Web 
Service by using the Page Designer feature 
to drag and drop Web Services on to a Web 
page.

Service Composition and 
Assembly
 Integration developers create and 
deploy composite applications by refin-
ing business process models – created in 
WebSphere Business Modeler – into an 
executable set of choreographed services. 
WebSphere Integration Developer is an 
IDE used by integration developers to 
assemble composite applications that 
deploy to the IBM WebSphere Process 
Server. Using the visual BPEL editor, inte-
gration developers can view the business 
processes designed by business analysts. 
They then use WebSphere Integration 
Developer to choreograph the services, 
wire them together into a composite appli-
cation, optionally test them with a built-in 
test environment, and deploy directly to a 
runtime environment.
 WebSphere Integration Developer 
provides integration developers with the 
visual software development tools they 
need to specify, test, and deploy execut-
able business processes that integrate Web 
Services, enterprise applications, human 
tasks, and other service components into 
effective SOA-based business solutions.

Process and Portfolio 
Management
 IBM Rational Unified Process, or RUP, 
is a configurable software development 
process platform that delivers proven best 
practices and a configurable architecture. 
RUP is well suited to the needs of SOA 
development initiatives because it’s found-
ed on software engineering best practices, 
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offers a configurable process framework, 
and is scaleable to support enterprise ini-
tiatives.
 RUP can be applied to support the 
development of a complete SOA compos-
ite application as well as each individual 
service in the solution. RUP also provides 
a systematic approach for bridging the gap 
between business and IT. 
 IBM offers RUP Plug-ins – download-
able assets containing a variety of process 
components customized for specific tools, 
technologies, or domains – including plug-
ins tailored to SOA development:
•� The RUP Plug-In for SOA: Integrates 

support for service-oriented architec-
ture and service-oriented solutions into 
the RUP framework, with SOA-specifi c 
concepts, guidelines, activities, artifacts, 
and tool mentors. 

• The RUP Plug-In for WebSphere Busi-
ness Modeler: Updates the Business 
Modeling discipline in RUP to leverage 
WebSphere Business Integration solu-
tions and provide a unifi ed approach 
for business modeling based on the 
essential capabilities of the IBM Rational 
Software Development Platform.

 From an SOA perspective, applications 
are dynamic entities – combinations of 
services to meet a particular set of busi-
ness requirements. One effect of taking this 
view is the need for enterprises to explicitly 
design, implement, and manage the set of 
services in the organization as a portfolio of 
available capabilities. Executives and proj-
ect managers use IBM Rational Portfolio 
Manager to gain insight into the business 
benefits, costs, and risks of the portfolio 
of SOA services. With Rational Portfolio 
Manager, they can prioritize proposed, 
existing, and under-construction services, 
track service level financials, manage 
SOA project-team dependencies, forecast 
demand for service creation, and better 
understand the cost of SOA creation, opera-
tions, and maintenance.

Software Quality
 Besides the developer testing capabili-
ties in Rational Application Developer and 
WebSphere Integration Developer, the IBM 
Rational Software Development Platform 

includes tools to help testers continuously 
assess the quality of Web Services and 
ultimately SOA composite applications. 
Test plans and individual test cases can be 
linked to project requirements in Rational 
RequisitePro to ensure complete require-
ments-based test coverage.
 In general, test plans should be devel-
oped early during the life cycle. The best 
approach consists in formalizing detailed 
sequences of steps and verifications for 
every manual tasks defined in business 
processes. These different sequences are 
then “orchestrated” into test scenarios tar-
geting multiple objectives. Once test plans 
are complete, a review with business ana-
lyst is critical to ensure proper coverage of 
business goals.
 A number of tools can be leveraged to 
do such planning. Word processors tend 
to be the predominant ones. Despite their 
attractiveness, word processors don’t fos-
ter reuse among multiple test scenarios. A 
lot of content is generally duplicated mak-
ing the maintenance of the scripts tedious. 
Rational Manual Tester can be easily lever-
aged to overcome this challenge

IBM Rational Manual Tester:  With 
Rational Manual Tester, each sequence 
of steps defined for a manual task is cap-
tured as a test script. These elementary 
test scripts are then easily woven into 
longer test scenarios up to an entire busi-
ness process without any duplicating 
content. Test scripts maintain references 
between each other greatly simplifying 
the maintenance of the test scenarios. The 
only update required when a manual task 
changes consists of updating its associated 
script: All the test scenarios are automati-
cally up-to-date, reflecting the change.

IBM Rational Functional Tester: Rational 
Functional Tester strikes a good balance 
of UI technology coverage and openness. 
In particular, it offers scripting using non-
proprietary languages (Java or VB.NET) 
making it flexible enough to accommodate 
most conditions. In addition to that, test 
scripts can be easily recorded on a combi-
nation of different user interfaces, poten-
tially built with different technologies. 
This makes the orchestrated verification of 
an end-to-end business process virtually 
seamless. Furthermore, test execution can 
be triggered automatically from the com-
mand line, making it easy to integrate as 
part of an end-to-end build/deploy/test 
process.
 Functional testing is definitely the core 
of any testing effort, but a number of test-
ing dimensions have to be considered 
above and beyond that, especially in the 
context of SOA applications. Performance 
and security are probably among the most 
important ones.  
 IBM Rational Performance Tester is a 
test creation; execution, and analysis tool 
that validates the scalability and reliability 
of applications under multiple user loads. 
Performance tester enables teams to pin-
point system bottlenecks before applica-
tion deployment.  Tests are recordings of 
a user’s activity in a Web browser; teams 
need little to no programming knowledge 
to understand and modify these tests. Just 
a few mouse clicks engages a data pool-
ing capability that ensures unique data 
for each emulated user. Using an intuitive 
graphical test scheduler, teams can then 
organize their tests to accurately simulate 
the different types of users and user activi-
ties the application under test will sup-
port. 

Figure 3: Rational ClearCase and Rational ClearQuest support RAS and asset lifecycle management
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Asset Lifecycle Management
 One of the key drivers for the new way 
in which organizations are looking at 
their next-generation solutions platforms 
is a focus on asset management and 
reuse. A new emphasis is placed on creat-
ing, harvesting, applying, and managing 
assets across the lifecycle. For practical 
reasons, this is accompanied by strong 
governance practices for reusable assets 
tied to a flexible asset lifecycle manage-
ment system.
 As organizations create SOAs to lever-
age existing assets, the ability to acceler-
ate and manage change becomes more 
critical. Using IBM Rational ClearCase 
and IBM Rational ClearQuest for software 
configuration management, teams can 
automate the software lifecycle and estab-
lish a consistent process across distributed 
environments.
 IBM Rational software configura-
tion management products help teams 

improve project collaboration and release 
coordination; increase development 
responsiveness and agility; and enhance 
operational efficiency.
 In addition, reusable SOA-related 
development assets can be packaged and 
consumed in the IBM Rational Software 
Development Platform through direct sup-
port for the Object Management Group’s 
Reusable Asset Specification (RAS) stan-
dard.
 The IBM Software Development 
Platform includes several other tools that 
enable the team to more effectively man-
age asset workflow. WebSphere Studio 
Asset Analyzer provides support for the 
Asset Identification workflow. Rational 
Software Architect provides a RAS cli-
ent for Asset Production. This tool also 
includes another RAS client, called 

the Asset Explorer, to facilitate Asset 
Consumption. Developers and architects 
use Asset Explorer to connect to one or 
more RAS repositories and issue searches 
that examine the RAS XML manifest in 
each of the RAS assets.

An Example of Business-Driven 
Development for SOA
Developers: Constructing the Service
 A Java developer designs and imple-
ments the architect’s specification and 
constructs the service using IBM Rational 
Application Developer.  
 With many development tasks auto-
mated, the developer can focus on imple-
menting the appropriate business logic 
needed to fulfill the service’s functional 
requirements in Rational Application 
Developer. The developer can then deploy 
and test the code in the WebSphere Test 
Environment included with Rational 
Application Developer.

 Alternatively, a developer can repur-
pose existing assets, and use Rational 
Application Developer to automate the 
creation of a Web Service from exist-
ing Java classes or EJBs. Both Rational 
Application Developer and Rational 
Software Architect can take advantage of 
the UDDI browser included in the tools 
to find and reuse existing services in the 
development of a solution.
 Using Rational Application Developer, 
the developer can register the service’s 
availability in a UDDI registry and create 
both a WSDL description of the service 
and an Enterprise Archive (EAR) file to be 
used by the Integration Developer. Once 
these assets are created, the developer 
can then package them and store them in 
a RAS-compliant repository, such as one 
based on Rational ClearCase.

Getting Started with IBM and SOA
 Making the transition to SOA devel-
opment doesn’t require an enterprise to 
completely overhaul its IT infrastructure 
and development processes all at once. 
Often, the transition takes place in incre-
mental steps. A business can decide to 
rework an existing business process using 
an SOA, or implement a single new SOA 
application. Another organization can 
begin by adopting SOA-oriented develop-
ment methodologies and tools for a par-
ticular phase of the software development 
lifecycle.

Summary
 Flexibility is fundamental to compa-
nies seeking to react to a rapidly changing 
landscape that includes emerging compet-
itive threats, shifting compliance and regu-
latory requirements, mergers, acquisitions, 
and evolving technology. Just as important 
is the ability to align a core businesses 

process – software development – with 
business needs and priorities. 
 Achieving flexibility and better align-
ment of business and IT objectives 
requires executing IT projects with a high 
level of coordination, accuracy, and clarity.  
Business-driven development for services-
oriented solutions helps businesses create 
solutions that truly meet an organization’s 
needs today and are readily adapted when 
those needs change in the future.
 The IBM Rational Software 
Development Platform plays an impor-
tant role in enabling organizations to cre-
ate a set of services capable of realizing 
these goals. It combines market-leading 
tools, best practices, and other resources 
to create a rich, integrated environment 
for service-oriented solutions develop-
ment.  

“When business requirements are used 
to drive all downstream development activities, 

the gap between IT and business closes”
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Experience shows that it’s a chal-
lenge getting applications to run 
across a diverse array of software 

and hardware platforms with acceptable 
availability, performance, scalability, and se-
curity. As such, several methodologies and 
standards of integration or interoperability 
have evolved, the most common being 
Web Services, which despite their power 
and fl exibility, aren’t magic bullets to easy 
integration, and should be used only where 
appropriate.
 This article will review several strate-
gies for designing mixed-mode deploy-
ments and how they impact manageability. 
A low-level interoperability strategy from 
Mainsoft, called Platform Unification, will 
also be introduced to solve many of the 
problems of interoperability technologies, 
without adding layers of complexity for 
development, assurance, deployment, and 
management.
 I’ll share best practices on how to design 
applications to make the most of exist-
ing assets, and minimize the difficulties 
brought about by technology diversity. In 
particular, I’ll focus on the interoperability 
needs of an application that runs partially 
on the Microsoft .NET framework using the 
Windows operating system and Intel-based 
hardware, and partially on WebSphere run-
ning on any operating system and IBM’s z9, 
zSeries, or other eServer platforms. 

Emergence of Mixed-Mode Systems
 Mixed-mode systems exist for myriad 
reasons, including:
• Mergers and Acquisitions: Corporate 

executives considering a merger or 
acquisition focus fi rst on aligning their 
businesses. It’s therefore not uncommon 

for a company that uses WebSphere to 
suddenly fi nd it needs a system that’s 
open to .NET.

• High License Costs: With the advent of 
Linux as a ‘low-cost’ or ‘no-cost’ operat-
ing system, a company heavily invested in 
.NET may try to reduce costs by deploying 
new assets to Linux, which will then need 
to interoperate with existing systems.

• Successful Departmental-Level Applica-
tions: Companies that use J2EE at the 
strategic corporate level, but allow other 
technologies at the department level, 
may require interoperability at certain 
function points. Management may also 
want to implement company-wide de-
partment-level applications that require 
interoperability or migration to a J2EE 
architecture. 

• Desire for Service Orientation: Many 
companies want to simplify their in-
teroperability to become service-oriented 
either within the enterprise and/or to 
external customers. Integration directly 
with business partners or customers often 
necessitates a cross-technology interoper-
ability solution.

• High Development Costs: The business 
driver of cutting costs may also impact 
development costs. Many companies 
have diverse pools of talent across tech-
nology realms, but need them focused on 
a specifi c task, thereby cutting training, 
licensing costs, etc., and possibly reduc-
ing “wasted” manpower.

Strategies for Interoperability
 There are several strategies that allow 
for interoperability between.NET- and 
WebSphere-based software platforms. 
These include Web Services, bridging 
solutions, cross-platform implementa-
tions of .NET, and an innovative Platform 
Unification approach from Mainsoft where 
ASP.NET code runs on WebSphere, using 
the J2EE runtime, and allowing for much 
lower-level interoperability than achieved 
with other solutions. Platform Unification 
allows for .NETFramework-based applica-
tions to make the most of IBM software and 
hardware solutions, so that a unified data 
center architecture, based on zSeries and 
running Linux and WebSphere can handle 
your entire application domain. 

Mixed-mode deployments where the data 

center has a mixture of different technol-

ogy platforms, hardware, and software and 

where those platforms interoperate together 

to deliver software applications is the norm 

rather than an exception.
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Web Services
 Web Services are abstract entities that 
encapsulate business logic using XML for 
discovery, description, and communica-
tion. In the example of a J2EE backend and 
a .NET frontend, a Web Service layer can be 
introduced that wraps the business logic of 
the WebSphere backend and makes it acces-
sible to the .NET frontend. Communication 
between the two should be transparent. 
This form of architecture is called loosely 
coupled. A major selling point and strength 
of the WebSphere Application Development 
environment is just this – easing the service 
orientation of the business assets that are 
deployed on WebSphere.
 However, it should be noted that while 
a loosely coupled, standards-driven archi-
tecture should make interoperability easy, 
in practice varying interpretations of 
standards have meant that Web Services 
written in one language on one platform 
don’t always understand those in another 
language on another platform. Also, Web 
Services incur a large performance over-
head, so while it may be tempting to wrap 
high-performance EJBs running on a 
zSeries platform in Web Services to expose 
them to other applications, you may lose 
the benefits of the technology and the plat-
form with the overhead that you incur.
From the management point of view, the 
following observations are made:
• Fault Management: Web Services are 

widely adopted and are associated with 
many standards so that if the web Service 
is implemented using a standard, then it 
can be trusted to meet the appropriate 
criteria. In the case of management and 
fault management, WS-Management and 
MOWS standards encapsulate this. If the 
service is written to these standards, then 
many tools that allow for fault manage-
ment and analysis are available.

• Configuration Management: Standards 
such as WSDM and MOWS address the 
issues of configuration management 
such as service changes, deployment, and 
lifecycle management.

• Accounting Management: MOWS address 
the functionality of metering services 
as well as auditing and integration with 
modules such as Service Level Agreement 
(SLA) management.

• Performance Management: Here is where 
Web Services break down from a man-
agement point of view. They introduce 
significant overhead in needing to pro-
cess intricate XML documents for SOAP 
and WSDL. When the service adheres to 
specifications such as WS-Security and 
WS-Management the complexity of these 
documents, and thus the performance hit 
can increase exponentially. 

Bridging Solutions
 Bridging solutions are tightly coupled 
solutions providing a messaging transport 
and translation layer between components 
running on diverse systems. Reviewing a 
hypothetical example system where the 
frontend presentation tiers are developed 
using ASP.NET and the backend busi-
ness logic and data management tiers are 
implemented on WebSphere, a typical 
bridging solution would provide a layer 
that the ASP.NET could call using remoting 
or other familiar semantics. The bridging 
solution would handle the low-level details 
of the communication allowing developers 
to call remote objects passing data, state, 
and the like. This may appear at first to 
be an elegant strategy, but it suffers from 
challenges insofar as management is con-
cerned.
 These include:
• Fault Management: Bridging solutions 

don’t integrate tightly with the underly-
ing management APIs of either J2EE or 
.NET. Standard or integrated metering 
and logging of either of these may not be 
effectively leveraged.

• Configuration Management: Commer-
cial solutions for the above scenario in-
clude Js.NET and JNBridge. These require 
runtime configuration by means of text 
files containing the relevant information. 
These files have to be deployed carefully 
and managed on both sides of the system, 
and in many cases may have to be regen-
erated on small changes to the system.

• Accounting Management: Generally 
bridging solutions don’t integrate with the 
underlying management APIs, and don’t 
offer the facility for unified accounting.

• Performance Management: Bridging 
solutions bring an overhead to the per-
formance of the system that is significant, 
and in some cases major. The runtime 
data marshalling can reduce overall per-
formance.

• Security Management: Security and se-
curity context management handling can 
vary from implementation to implemen-
tation, but when using a bridging solu-
tion, a new channel of communication is 
introduced tht may or may not allow for a 
compatible security context with the rest 
of your J2EE or .NET architecture.

The Enterprise Service Bus
 The Enterprise Service Bus (ESB) is 
an evolving concept, having grown from 
the concept of Web Services, but stretch-
ing beyond the simple request/response 
model offered by Web Services into the 
entire realm of application integration. 
The concept is modeled around a common 
communications pathway, a bus, to which 
all types of application (request/response, 
asynchronous, message driven, legacy, etc.) 
are connected via adapters. Thus all infor-
mation flows on a common information 
bus, using a common format: SOAP. 
 The concept is interesting, and in its 
infancy, so ascertaining its manageability 
is difficult. However – one can deduce that 
since it’s an amalgamation of all forms of 
application integration, using adapters to 
set a common means of communication, it 
should fare like the Bridging methodology 
when it comes to gauging its manageability.

EAI Applications
 There are many EAI applications 
designed for application integration. 
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Examples are WebSphere Business 
Integration, Microsoft BizTalk, TIBCO, 
and BEA products. These follow similar 
principles to the Enterprise Service Bus, 
whereby adapters provide a translation 
layer between different standards to a 
single internal data format that is then 
managed by the EAI application and dis-
persed where appropriate. It appears to be 
very similar to the Enterprise Service Bus, 
and it is, but for one major difference – in 
EAI applications the communication and 
data representation format is generally a 
proprietary format, whereas with the ESB 
it’s standards-based. From the point of 
view of management, it should fare like the 
Bridging methodology.

Mono: A Cross-Platform 
Implementation of .NET
 Mono is an Open Source project, spon-
sored by Novell, that aims to bring the 
power of the .NET framework and the flex-
ibility of development in C# and VB.NET to 
platforms other than Windows. It encapsu-
lates an implementation of the CLI runtime 
as well as implementations of many of the 
.NET Framework APIs and system classes. 
It has been successfully used in migrating 
large applications from Windows to Linux 
– for example, a recent project by the city 
of Munich used Mono to migrate their ASP.
NET applications to a large-scale deploy-
ment of over 300 Linux servers.
 Mono implements a subset of the .NET 
management APIs, but doesn’t provide 
an integrated management framework 
across platforms, nor does it integrate 
them with native management function-
ality that may be present on the operat-
ing system. The implementation of the 
key management elements such as Fault 
Management, Configuration Management, 
Accounting Management, and Performance 
Management would therefore need to be 
implemented by the application developer.
 It’s important to note that this isn’t nec-
essarily a limitation of Mono, since Mono 
isn’t intended to be an interoperability 
solution, but a multi-platform one. It is, 
however, open, extensible, and continually 
adding new features, so with a little effort it 
can be a very effective solution. Therefore 
interoperability between Mono and a 

WebSphere-based application can still be 
implemented and managed using technol-
ogies built on Mono such as Web Services.

Platform Unification
 Managing mixed-mode systems brings 
enough challenges of its own without add-
ing more through an interoperation tech-
nology such as Web Services or Bridging. 
This is part of the rationale behind the 
Platform Unification strategy designed and 
implemented by Mainsoft. 
 Visual MainWin for J2EE establishes 
compile time conversion from .NET 
Framework-based code such as C# or 
VB.NET to Java bytecode that will run on 
WebSphere. As such, .NET applications 
will interoperate with WebSphere applica-
tions by running directly on WebSphere. 
Given the Open Source nature of Mono, 
Mainsoft can convert the supported 
.NET Framework classes to Java, provid-
ing a .NET Framework runtime that runs 
on WebSphere. In a symbiotic fashion, 
Mainsoft then returns significant amounts 
of code and QA to the Open Source com-
munity. In addition, Visual MainWin is 
implemented as an add-in to the Visual 
Studio.NET IDE, enabling developers to use 
a familiar coding environment. Developing, 
deploying, and debugging applications on 
J2EE is seamless and virtually identical to 
their experiences on the Windows/IIS plat-
form.
 This solution removes the need for 
additional interoperability technologies are 
such as Web Services, or Bridging, although 
the former is certainly an excellent technol-
ogy for presenting a consumable API fron-
tend to customers should it be required. 
 From a management point of view, the 
platform unification strategy is a strong 
approach. 

• Fault Management: Monitoring, event 
handling, logging, etc., are all implement-
ed using the underlying J2EE mecha-
nisms, and are fully compatible with the 
WebSphere environment and any existing 
management systems, such as Tivoli.

• Confi guration Management: Overall 
systems management is greatly simpli-
fi ed due to the homogenous nature of 
the platform. Tuning, updates, and patch 
management are performed for a single 
system confi guration since all compo-
nents are deployed as J2EE modules. 
Application management and update 
deployment are also greatly simplifi ed. 
All resources can be managed uniformly 
through the J2EE management console.

• Security Management: Under the 
platform unifi cation model, security is 
provided through J2EE. This homogenous 
model is used across the application, and 
allows managing users, authorization, 
and authentication in a single domain. 
This simplifi es the management of 
security, and eliminates the need to syn-
chronize user and authorization stores 
across multiple domains. It also decreases 
security risks of credential information 
being passed between domains and 
platforms on wire protocols such as HTTP 
or HTTPs. Finally it lets .NET components 
benefi t from the J2EE security model, 
allowing the use of J2EE declarative 
security. .NET code can access J2EE APIs 
and this allows the implementation of 
programmatic security.

Understanding Visual MainWin
 Visual MainWin converts Microsoft 
Intermediate Language (MSIL) into Java 
bytecode then executes it on WebSphere. 
This conversion handles the difference 
between .NET and Java semantics while 

Figure 1: The .NET-to-J2EE compilation process
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producing efficient and fully compliant Java 
bytecode. The key elements of the conver-
sion are:
• Direct Mapping: The compiler directly 

maps object structure, classes, interfaces, 
and types as well as the fl ow of control 
semantics from .NET to the equivalent 
Java semantics.

• .NET Semantics: The compiler handles 
.NET semantics not present in Java such 
as .NET unsigned types and .NET value 
types. .NET delegates by generating Java 
bytecode with the equivalent functional-
ity.

 The binary compiler resolves differences 
between the .NET and Java platforms and 
produces the Java bytecode as an output. 
This is then packaged as a Java JAR or 
WAR file for deployment, along with all the 
supplementary .NET Framework runtime 
support classes.
 The .NET runtime environment is 
hosted on J2EE by an implementation of 
the .NET Framework in J2EE, provided by 
Mainsoft and based on the Mono project.
 Figure 2 shows how this works through 
the Visual MainWin for J2EE technology 
stack. .NET-based code runs on the .NET 
Framework class library, implemented 
by using the Mono source code, com-

piled into Java bytecode, and hosted on 
WebSphere as well as the core Data and 
.NET classes from mscorlib (a fundamen-
tal part of the .NET Framework) imple-
mented directly by Mainsoft on Java. These 
then run using standard Java packages 
such as JDBC. For example, .NET code 
built using the System.Data namespace 
will convert into Java bytecode using the 
Java-based implementation of System.
Data that runs on top of JDBC.

 Interoperability is achieved through 
native support. Since the runtime for all 
compiled code is WebSphere, the .NET 
programmer and applications can access 
Java classes, EJBs, and namespaces trans-
parently from the .NET environment as 
though those classes were .NET classes. The 
JDK and J2EE classes are all available to the 
.NET developer should the need arise. It 
works both ways – .NET classes built on the 

unified platform are also available to the 
Java programmer and applications.
 In a distributed environment, .NET code 
can reference Java code that’s deployed 
as an EJB or Web Service. Since the entire 
environment is Java, point-to-point integra-
tion with EJB assets is available over RMI. 
The developer experience is simple – they 
create a proxy to the EJB in a way similar 
to that used for consuming Web Services. 
Additionally the .NET programmer can 

access the J2EE server context, which is 
useful, and necessary for manipulating 
JNDI objects such as data sources. 

Conclusion
 Managing mixed-mode systems is an 
intricate affair, made even more difficult 
by the additional layers of complexity that 
are added for interoperability. In this article 
we reviewed the various methodologies 

that are available to allow for interoper-
ability and their impact on the complex-
ity of the system. We explored the various 
solutions in the context of their impact on 
fault management, configuration manage-
ment, accounting management, security, 
and interoperability. In addition, Platform 
Unification was shown to have a great 
impact on reducing the complexity of 
mixed-mode systems and positively affect-
ing the management of the system.  

Figure 2: The Visual MainWin for J2EE technology stack

“Managing mixed-mode systems is an 
intricate affair, made even harder by the layers 

of complexity added for interoperability”
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(This is the second part of a two-part article. 
The fi rst part appeared in the September 
2005 issue of WebSphere Journal.)

Large session objects decrease the 
JVM memory available for creating 
and executing application objects. As 

a result, performance can degrade as the 
decreased available heap memory leads to 
more frequent garbage collection.
 Another factor is that the in-memory 
lifetime is always longer than the required 
usage lifetime, and so the number of ses-
sions occupying space in the Java heap is 
usually greater than the number of active 
users. A session expiration time is confi gu-
rable in WebSphere Application Server and 
is actually required to avoid a case when a 
user has to log in again after only a few sec-
onds of inactivity. The release of a session is 
the responsibility of WebSphere Application 
Server and the portlet container.
 The serialized session size should be 
smaller than 4KB because WebSphere Ap-
plication Server can store such sessions 
with an acceptable database performance 

overhead, and it takes less time to transfer 
such sessions over the network. If the ses-
sion size grows beyond 32KB, the database 
must use table cells confi gured for binary 
large objects that require physical disk 
access (for most supported databases) if 
such a session is retrieved or written to the 
database.
 As a fi rst consequence, the creation of 
sessions should be avoided wherever pos-
sible from an application point-of-view. On 
most public and unauthenticated pages, 
sessions aren’t usually required. Interacting 
with a portal on such a page is possible via 
so-called render links that, by defi nition, 
don’t change the server-side state. Render 
parameters are maintained by the portal for 
each portlet for all subsequent requests to 
that page. To avoid having a JSP create a ses-
sion by default, the page session directive in 
the JSP should be set to false:

<@ page session=”false”%>

 Otherwise, this JSP will create a session if 
one doesn’t exist. 
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 The following Java code fragment shows 
how you can make sure that an incoming 
request joins an existing session, rather 
than unconditionally creating a new one:

PortletRequest.getPortletSession(false)

 With the parameter value of false, a 
session isn’t created if no session existed 
before. If a session didn’t exist before, it’s 
probably not appropriate to create one in a 
portlet just for the sake of storing data in it. 
As a second consequence, the session 
should not be misused as an all-purpose 
data store mechanism. Remember that the 
goal is to keep the session size as small as 
possible. If keeping some data in memory is 
advantageous due to the design of a portlet, 
then a cache might be the right answer. 
Cache entries can be scoped with the 
session ID to keep a relationship between 
the session and the data that will be kept 
in memory. Keep in mind that this kind of 
cache won’t be cluster-aware in case of a 
failover; this is sometimes an acceptable 
tradeoff. If the data is re-creatable from 
other data available to the portlet, then 
the session scope requirement of cached 
entries is questionable.
 In many cases storing large objects in the 
session can be circumvented by just storing 
a key in the session and using this key as a 
reference to look up a larger object in some 
other data structure. Another option would 
be to use a more compact representation of 
the same information and put that object 
into the session.
 Furthermore, the portlet design has to 
carefully consider what is actually stored in 
a session. The session is generally intended 
only for storing the conversational state of 
the user interaction with the portal applica-
tion (for example, the contents of a shop-
ping cart in a Web shop portlet). This kind 
of data is user-specifi c and can’t be recre-
ated by any other means. In WebSphere 
Portal, this kind of data handling is called a 
session state.
 If session state isn’t really required, there 
are other data storage options available for 
portlets:
 During the action phase of a portlet, 
render parameters can be set for the 
portlet’s subsequent render phase. A portlet 

uses render parameters to render its view 
specifi c to a specifi c set of values. Render 
parameters are maintained by the container 
request to request, even if interaction oc-
curs with another portlet. In WebSphere 
Portal, this kind of data handling is called a 
navigational state.
 The PortletPreferences API can be used 
for storing data for a portlet if such data 
will be kept across user sessions. Keep in 
mind that this API isn’t intended to replace 
general-purpose databases. In WebSphere 
Portal, this data-handling concept is called 
persistent state.
 The PortletConfi g API lets a portlet read 
its confi guration, which is provided by the 
developer using the portlet deployment 
descriptor; this is valid for all portlet users. 
The PortletContext API enables the storing 
of attributes that other portlets in the same 
application can also access.
 Consider other choices than the session 
for storing data created and used by a port-
let. Avoid replicating data into the session 
that can be re-created from sources other 
than through user interaction.

Render Links & Action Links
 There are advantages to using render 
parameters other than just to address a 
specifi c portlet view.
 If an action parameter for a portlet is 
detected by WebSphere Portal then special 
action phase handling must be invoked, 
making it advantageous to avoid using 
action parameters. However, be aware that 
processing render links mustn’t change the 
server-side state of a portlet. The only sanc-
tioned way to change the server side state is 
to use action links – and for a transactional 
type of request, action links are the best 
choice. 
 There are many instances where render 
links can be used instead of action links. 
For example, consider a newspaper portlet 
that can show specifi c pages with the use 
of the Previous and Next buttons. Step-
ping through the newspaper pages doesn’t 
necessarily change the server-side state, 
which in this case is the entire information 
contained in the newspaper. To address the 
next page of the newspaper, it would be 
suffi cient to encode the next page number 
into the render link for the shown button. 

The portlet can decide which page to render 
based on the page number given in a render 
parameter.
 Also, using render links over action 
links enhances the chance of leveraging a 
cache infrastructure, be it a browser cache 
or a proxy cache, since each rendered 
view is addressed by a separate URL. 
The URL is the only key used to access a 
specific generated view in such a cache 
infrastructure.

Portlet Features
 The next sections discuss some of the 
portlet-tuning features available with 
WebSphere Portal that should be consid-
ered by developers, and could infl uence 
the implementation technique chosen. 
Some required settings have to be provided 
with the portlet’s deployment descriptor, 
and since these items are also supplied 
by a portlet developer, they’re considered 
custom code.

Enabling Portlets for 
Parallel Rendering
 WebSphere Portal offers the option of 
having portlets on a page rendered in paral-
lel. This feature isn’t completely “for free” 
because computing resources are required 
to maintain and manage the different 
threads that are used to render each single 
portlet.
 Parallel portlet rendering can be ad-
vantageous in cases where many backend 
systems are involved that produce their 
own latency while rendering a single page. 
For example, consider a portal page that 
contains a number of portlets, each of 
which accesses a different backend system. 
In serial rendering mode, the overall latency 
for retrieving the required data from all 
the backend systems would have to be 
calculated as the sum of the individual 
latency times. In parallel rendering mode, 
the latency would be the maximum of all 
individual latency times.
 If portlets don’t use a backend system too 
often, the overhead for enabling parallel 
portlet rendering can become greater than 
the benefi ts gained from this feature. If 
portlets on a page can be rendered inde-
pendently of a backend system, they only 
need CPU resources local to the portal 
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server machine. In this case, the page ren-
der response time won’t be improved.
 Parallel portlet rendering can be enabled 
for each portlet separately with the graphi-
cal UI, or with the deployment descriptor, 
or with WebSphere Portal’s XML access 
interface. On top of that, there’s a global 
property value that generally turns parallel 
portlet rendering on and off.
 To properly answer the question of 
whether or not to enable parallel portlet 
rendering for a portal, there are several 
things to consider; for example, the number 
of backend systems involved for rendering 
a page, typical page structure, the average 
number of portlets on a page that exploit 
parallel portlet rendering, and so on. Such 
questions may not necessarily be answer-
able in advance by a portlet developer, 
but certainly the developer can make sure 
that a portlet is enabled for parallel portlet 
rendering if that makes sense up-front.

Caching in the Portlet Container
 Portlet-based Web pages are aggregated 
dynamically because of their ability to 
deliver dynamic content in a personalized 
manner. This fl exibility comes at a cost. 
Web site response time increases because of 
the additional work that has to be done to 
generate these pages on request.
 New caching technologies improve the 
performance of dynamic page generation 
and reduce system load. WebSphere Portal 
supports fragment caching (also known as 
servlet caching) using the WebSphere Appli-
cation Server dynamic cache to keep portlet 
output in the cache. Requests for a cached 
portlet retrieve the content from the cache 
instead of the portlet. The invalidation of 
the fragment cache can be accomplished 
by specifying the expiration time in the de-
ployment descriptor. Further, the fragment 
cache entries are invalidated during the 
action phase of the portlet.
 There’s no time-consuming installation 
and integration work needed to activate 
fragment caching. The cache is enabled and 
disabled using simple XML deployment 
descriptor fi les and the WebSphere Applica-
tion Server administrative console. (See 
the WebSphere Portal Information Center 
for details on enabling servlet caching in 
WebSphere Application Server.)

 To make use of expiration-based caching, 
portlets must defi ne the duration of the ex-
piration cache in the deployment descriptor 
portlet.xml (for standardized portlet follow-
ing JSR 168 specifi cation):

<expiration-cache>300</expiration-cache>

 A positive number defi nes the number of 
seconds a cache entry exists in the cache. 
• A value of -1 indicates that the portlet 

cache never expires. 
• A value of 0 indicates that caching is dis-

abled for the portlet. 

 The cached entries must not be shared 
across all users of the same portlet. This 
caching is per-portlet per-user.
 For a JSR 168 portlet that has defi ned 
an expiration cache in its deployment 
descriptor, the portlet window can modify 
the expiration time at runtime by setting 
the EXPIRATION_CACHE property in the 
RenderResponse as follows: 

renderResponse.setProperty(
   RenderResponse.EXPIRATION_CACHE,
   String.valueOf(numberCrunchingCalculation())
);

 This approach will work for complex 
portlets that experience high computa-
tion time while calculating their response 
or request data from a backend, such as 
from EJB components or a database. In the 
case of simple portlets, fragment caching 
shouldn’t be enabled. WebSphere Portal 
uses extra execution resources to calculate 
the internal cache key for the fragment 
cache. Performance can regress for simple 
portlets because cache key calculation 
becomes more expensive than recalculating 
the portlet response again. 
 Fragment caching isn’t useful for port-
lets that are truly dynamic in nature; for 
example, real-time-based portlets that 
have to collect current data from other 
data sources on each request, or portlets 
that change their response markup on 
every request. This would result in a high 
number of cache invalidations and hence 
there would be no gain in performance. 
Therefore, the portlet should be enabled 
for caching only if the output of the portlet 

will be valid for some period of time before 
it’s updated.

Caching in Remote Caches
 With the unique adaptive page-caching 
feature, WebSphere Portal offers the pos-
sibility of dynamically caching generated 
pages in caches external to a portal server 
(so-called remote caches), if all the page 
components indicate that they’re cache-
able. If completely rendered pages are 
served from remote caches, a roundtrip to 
the portal server can be avoided and re-
sponse times for such pages can potentially 
be as fast as if they were served from static 
Web sites.
 For more complete details on remote 
caching. see the article Develop high 
performance Web sites with both static and 
dynamic content using WebSphere Portal 
V5.1.
 Portlets (as well as themes) can contrib-
ute their specifi c remote cache information 
to the overall remote cache information for 
a completely rendered page. The remote 
cache information is a data structure con-
sisting of the information about the cache 
scope (whether it’s cacheable in a shared or 
non-shared cache) and the expiration time 
(how long the content is considered valid). 
The portlet’s remote cache information can 
be provided via the deployment descriptor 
or the WebSphere Portal GUI. Beyond that, 
a portlet can also provide remote cache 
information at render time for each portlet 
window, as illustrated in the following code:

. . . 
import com.ibm.wps.util.RemoteCacheInfo;
import javax.portlet.RenderResponse;
. . .
/* Do rendering */
public void doView(RenderRequest renderRequest, 
RenderResponse renderResponse)
   throws PortletException, IOException {
   /* Some code might happen here */
   . . . 
   /* Publish a dynamic expiration time during 
rendering */
   renderResponse.setProperty( 
      RenderResponse.EXPIRATION_CACHE, 
      String.valueOf(numberCrunchingCalculation())
   );
   /* Publish a cache scope value of “shared” 
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during rendering */
   renderResponse.setProperty( 
      RemoteCacheInfo.KEY_SCOPE, RemoteCacheInfo.
Scope.SHARED_STRING );
   /* Some other code might happen here */
   . . . 
}

 How you set remote cache information 
depends on the “freshness” requirements 
and the scope of the rendered view. Keep in 
mind that if rendered pages are served from 
caches, the request might not even get to 
the portal server.
 Custom portlet developers should con-
sider exploiting remote caching if caching is 
available in the infrastructure.

Themes and Skins
 In portal terminology, themes are sets 
of JSPs that determine the look-and-feel 
of your portal application. Since themes 
are made of JSPs, the tips offered in the JSP 
section also apply here. This section details 
some possible performance pitfalls with 
the set of JSP fi les that gets combined into a 
theme.
 Typically, a theme consists of many dif-
ferent JSP fi les, each delivering the content 
for a certain area of the screen. While it’s 
possible to dynamically include JSPs, it’s 
common – and generally recommended 
– for JSPs to be statically included in other 
JSPs. 
 Since many JSPs might be included 
in others at compile time, the resulting 
Java source and servlet bytecode files 
can potentially be very large. In general, 
there’s no performance problem with hav-
ing a large class file, but it’s possible that 
compiling the JSP sources to a class can 
fail due to size restrictions incorporated 
in the Java programming language. For 
example, methods in Java can’t be larger 
than 64KB. Large and complex themes 
can easily reach this limit and will then no 
longer compile. In this situation, you have 
three options:

• Substitute dynamic includes for some 
(but not all) static ones. As mentioned in 
the JSP section, this trades performance 
for being able to compile the JSPs at all. 
From a performance standpoint, this is 

the least preferred resolution, though it’s 
the easiest to implement.

• Try to restrict the use of scriptlets in the 
JSPs. WebSphere Application Server can 
apply optimizations to code that only 
calls tag handlers, which can help main-
tain the 64KB limit.

• Clean up your JSP code. Very often these 
fi les contain more code than is necessary. 
Even removing HTML comment lines or 
white spaces or moving JavaScript code 
into separate fi les can save suffi cient 
space.

 Themes sometimes take over complex 
tasks in an application. However, you have 
to be careful here. Remember that the 
theme will be rendered on every single 
request to your portal, so don’t introduce 
expensive computations that put a high 
burden on the system. 
 Be especially careful with mimicking 
portal functionality. For example, themes 
could iterate over large numbers of pages 
in the portal application and then fi l-
ter these and only display a navigation 
structure to the user that includes just a 
few of the pages the theme requested from 
the portal APIs. In this case, much of the 
processing that happens inside the portal 
will be lost since the results are discarded 
afterwards. Filtering based on portal ac-
cess control or personalization rules would 
be more effi cient here. 
 Furthermore, try to limit the number of 
links to portal resources from your portal 
pages. Each URL that the portal has to gen-
erate puts additional load on the system. 
If you need application themes with huge 
numbers of links, try to cache the contents 
of some of these pages so that it is not nec-
essary to recalculate all the links on every 
request.
 Themes are also part of the remote cach-
ing infrastructure in WebSphere Portal. The 
remote cache information of a theme is a 
set of specifi cally named metadata that can 
be set via XML access, as shown in the fol-
lowing example: 

<!-- Theme “shared” scope and 40 seconds cache 
expiration -->
<theme action=”update” active=”true” 
objectid=”xmplTheme” uniquename=”wps.theme.

example”>  
   <parameter name=”remote-cache-scope” 
type=”string” update=”set”>SHARED</parameter> 
   <parameter name=”remote-cache-expiry” 
type=”string” update=”set”>40</parameter>     
</theme>

 A theme can’t provide any render-time 
remote cache information.
 WebSphere Portal supports the notion 
of high-performance skins. These skins 
are special insofar as they aren’t gener-
ated based on JSPs; their output is created 
from precompiled Java classes. Of course, 
this kind of skin is less customizable; you 
can only modify the stylesheet informa-
tion and included images. However, if 
performance is your most critical factor, 
you should think about enabling high-
performance skins for certain elements on 
your page or for certain portlets. (See the 
Information Centers in Resources for more 
information, including various hints that 
can help you program high-speed skins 
and themes.) 

Tools
 Tools are available to assist you at all 
stages of WebSphere Portal application 
development and verifi cation. This section 
describes different categories of tools that 
you can use during different development 
cycles and provides a few examples to help 
you get started with developing and analyz-
ing your custom code.

Development Environment
 Technically, you can use any kind of text 
editor to write portlets, themes, and skins, 
but it’s a lot easier using an integrated de-
velopment environment like IBM Rational 
Application Developer together with the 
IBM Portal Toolkit. Portlet code samples 
and basic portal code fragments are also 
available to help you achieve your fi rst 
results very fast; the development environ-
ment is integrated with a portal server so 
you can immediately deploy and test your 
code. 

Performance Analysis Tools
 When your code is ready for deployment, 
you have to understand its performance im-
plications in detail. There are several steps 
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you can take, and they are summarized be-
low, but there’s one general rule that always 
applies to performance: In most programs, 
about 80% of the execution time is spent 
in 20% of the application code. This 20% of 
code is on the “critical path” and it’s these 
areas that are worth optimizing for perfor-
mance. For example, the render method of 
a portlet is much more performance-critical 
than its init method, since it’s called on in 
every request.
• Code profi ling should be done in the 

early stages of development, or as a fi rst 
performance test after development. 
Profi ling means that execution time 
information is collected at the method 
level, often using the JVMPI interface. 
Profi ler results help you identify the criti-
cal path of your application; that is, the 
code that’s executed most of the time. 
Profi lers also often give information on 
object creation rates and memory con-
sumption. 
– IBM Rational Application Developer 

comes with a profi ling agent you can 
use to test your programs.

– Eclipse Test and Performance Tools 
Platform is an Eclipse project that pro-
vides Open Source profi ling support 
based on Eclipse.

• Once your portlet has been deployed 
into a portal, you should test for the 
behavior of the portlet under load. Stress 
or load generators, like Rational Perfor-
mance Tester, Rational Robot, Apache 
JMeter (as a cost-effective alternative), 
and others, are load-testing solutions to 
help you accurately simulate the system 
behavior under production load. These 
tools collect much information to help 
you determine whether your system is in 
good performance shape, including data 
on request response times, and proces-
sor utilization.

• During load testing, you should monitor 
several performance parameters in your 
portal environment. IBM Tivoli Perfor-
mance Viewer (which is shipped with 
WebSphere Application Server) can be 
helpful to monitor resource utilization in 
the application server.

• Many problems with portal environ-
ments are memory-related. JVM 
implementations provide two kinds of 

information for tools to analyze for per-
formance: 
– Output from the garbage collector, 

verbose:gc.
– Heap dumps, which are helpful when 

hunting for memory leaks.

 Check out IBM alphaWorks for analy-
sis tools for the garbage collector output; 
heapRoots, on the other hand, is a power-
ful heap dump analysis aid. The IBM Java 
Diagnostics Guides also provide helpful 
information for dealing with portal-related 
performance issues. See Resources for links 
to these references.
 Very often you won’t need this complete 
set of tools when developing code for Web-
Sphere Portal, but for larger portal rollouts 
in your production environment it’s essen-
tial to understand your portal code from a 
performance point-of-view.

Conclusion
 When creating custom portal code, there 
are a number of areas that the developer 
must consider to ensure that portal perfor-
mance is optimized. To summarize:
• Focus on improving the critical code 

path. A critical code path is one that takes 
a long time to process or is frequently ex-
ecuted. Find out which methods of which 
classes are on the critical path. Outside 
the critical path optimizations are rather 
useless.

• Consider both execution performance 
and memory allocation.

• Use appropriate tools to measure and 
profi le your code for the most typical user 
interactions.

• Solutions to a coding problem may differ 
in orders of magnitude with respect to 
performance.

• A specifi c implementation to solve a 
discovered performance problem has to 
be understood in detail. 

• Consider the backend access pattern 
while designing your custom code.

• Don’t misuse the session as an all-pur-
pose data store for a portlet. There are 
better ways to handle data for various 
implementation requirements.

• Consider exploiting the special features 
provided by WebSphere Application 
Server and WebSphere Portal to optimize 

portlet performance, provided the target 
environment is also exploiting the same 
feature(s).    
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Extending JAAS 

WEBSPHERE APPLICATION SERVER

In the past, IBM WebSphere Application 
Server had a rigid authentication model 
that made it challenging to support 

complex or unusual requirements. This 
situation was recently addressed with a 
new highly customizable authentication 
framework based on Java Authentication 
and Authorization Service (JAAS), extended 
with features that specifi cally 
address the requirements of 
managing user authenticity 
and privileges in a distrib-
uted application server 
environment. 
 This new framework 
defi ned for JAAS support 
in WebSphere Application 
Server includes: 
• well defi ned interfaces 

for altering the user sub-
ject

• enhanced Trusted Association 
Interceptor (TAI) support

• explicit documentation for the WebSphere 
Application Server login process 

• the ability to assert complete user cre-
dentials to WebSphere Application Server 
(including group information)

• replication of subjects in a distributed 
environment

• plus a number of benefi cial extensions to 
the security programming model.

 This article will describe these new 
features in detail. The next sections provide 
some background on the fundamentals of 
the WebSphere Application Server authen-
tication process and an overview of JAAS. 
The rest of the article will describe the most 
important aspects of these features as they 
relate to authentication.

Authentication Overview
 First, let’s look at the way in which 
WebSphere Application Server supports 
authentication: 
 During a WebSphere Application Server 
login, some information has to be provided 
to prove the user’s authenticity. This can be 
information like a user ID and password, an 
X509 certifi cate from an SSL session, or a 
single sign-on token from a browser. 
Once this information is either authenti-
cated or validated (credentials are authenti-
cated; tokens are validated), a JAAS subject 
is generated with a WebSphere Application 
Server credential and principal. 
 The WebSphere Application Server cre-
dential is a WSCredential implementation in 
the public credential set of the subject. 
 The WebSphere Application Server princi-
pal is a WSPrincipal implementation in the 
principal set of the subject. 

 The custom types are, of course, 
created to contain custom 

information that WebSphere 
Application Server uses to 
track user identity. 
 As resources are be-
ing accessed on the login 
thread, the subject is used 
in the server where the 
authentication took place 
to make authorization deci-

sions.
 Besides authentication, 

which requires a requesting entity 
to provide proof of its identity, WebSphere 
Application Server also supports identity 
assertion. This is a relaxed form of authen-
tication that doesn’t actually require proof 
of identity, but rather accepts the identity 
based on a trust relationship with the entity 
that vouches for the asserted identity. 
 Figure 1 illustrates the authentication 
methods available in WebSphere Ap-
plication Server, in which we distinguish 
between two main authentication cases:
• Web client authentication.
• EJB client authentication.

Web Authentication
 The most common way for Web clients to 
authenticate is by providing a user ID and 
password that can be accepted using either 
HTTP basic authentication or form-based 

The advanced authentication features in IBM 

WebSphere Application Server V6 support 

a more flexible authentication model with 

a new highly customizable authentication 

framework that’s based on – and extends 

– Java Authentication and Authorization 

Service (JAAS).
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authentication. WebSphere Application 
Server takes this information, looks up the 
user’s unique ID (for example, a DN for 
LDAP) in the registry, and then verifies the 
password against the registry. In the case of 
LDAP, an ldap_bind is performed.
 Web clients can also authenticate using 
client certificates. As with any SSL system, 
client certificate authentication is done at 
the termination of the SSL connection. Thus 
the Web server – rather than WebSphere 
Application Server – is responsible for 
performing the client certificate authentica-
tion. When the certificate authentication 
is complete, the WebSphere Application 
Server Web server plug-in forwards the cli-
ent certificate information to the applica-
tion server, which then extracts information 
from the certificate and looks up the user 
in the registry (so this is actually an identity 
assertion from the Web server to WebSphere 
Application Server). Be aware that when the 
Web server does client certificate authen-
tication, the Web server plug-in simply 
asserts that information from the Web 
server to the application server. Therefore, 
the connection from the Web server to the 
WebSphere Application Server should be 
protected by mutually authenticated SSL. 
Otherwise, any client with direct access to 
the application server Web container can 
easily forge certificate information and 
compromise security.
 The information used for the registry 
lookup is customizable and can be made to-

tally flexible if a custom registry is developed 
using the WebSphere Application Server cus-
tom registry interface. Once authentication 
has occurred, a single sign-on (SSO) token 
is created and sent back to the browser as a 
cookie – this is equivalent to the LTPA token 
from prior releases of WebSphere Applica-
tion Server – and the security credential is 
cached by the security runtime. 

EJB Client Authentication
 EJB clients can authenticate using 
passwords or certificates. In the case of 
password-based authentication, the client 
runtime is responsible for obtaining the 
user ID and password and sending them to 
the server to be verified against the registry. 
In either case, if the authentication is deter-
mined to be valid, a CSIv2 session is estab-
lished and used for future requests. As with 
Web client authentication, a JAAS subject 
is created. Unlike Web clients, the subject 
is associated with the CSIv2 session rather 
than being placed in the security cache.
 By default, the WebSphere Application 
Server client runtime prompts for user ID 
and password (if they are needed) using a 
graphical dialog box. This behavior can be 
controled by editing the sas.client.props file 
in which you can even specify a user ID and 
password. However, after obtaining the user 
ID and password it’s recommended that cli-
ents use the JAAS login APIs to authenticate 
in some appropriate way under application 
control.

Trust Association Interceptor
 HTTP clients can also pass identity infor-
mation to WebSphere Application Server by 
using a trust association interceptor (TAI). 
The TAI interface provides a mechanism by 
which WebSphere Application Server enables 
an external component to authenticate the 
user and then assert the identity to the Web-
Sphere Application Server Web container. 
 You can develop a custom TAI or use one 
of several that are already commercially 
available. These TAIs are typically used in 
conjunction with a Web authentication 
proxy server, such as IBM’s Tivoli Access 
Manager or Netegrity’s SiteMinder. These 
products authenticate the user and then 
simply inform WebSphere Application 
Server as to the end-user’s identity. Typically 
this is done by the proxy server sending the 
user’s ID and some additional verifiable 
information to the application server. 
 The TAI extracts this information and 
then returns the user’s ID (or optionally a 
subject) to WebSphere Application Server, 
which then queries the registry as it nor-
mally would, but doesn’t validate the user’s 
password. (If the user ID isn’t found in the 
registry, the assertion will, of course, fail.) 
This provides a powerful mechanism for 
enabling WebSphere Application Server to 
participate in a single sign-on domain.
 Advanced TAIs can assert more than just 
the user’s ID. In fact, they can assert an 
entire identity including all the group mem-
berships required to support authorization. 
In such a case, WebSphere Application 
Server won’t have to query the user registry. 

Internal Authentication
 Application code, as well as WebSphere 
Application Server itself, can also authen-
ticate from within the process, essentially 
creating an authenticated subject on-the-
fly. To do this, the standard JAAS login APIs 
are used following the same approach used 
in other scenarios: the provided user ID and 
password are validated against the regis-
try and if validation is successful, a JAAS 
subject and the authentication token are 
created. Though it may not be obvious, this 
implies that when WebSphere Application 
Server servers authenticate themselves, 
they use the same registry for authentica-
tion as user-level authentication. 

Figure 1: WebSphere Application Server authentication methods
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JAAS Overview
 This section provides some basic intro-
ductory material on JAAS concepts, specifi -
cally the way in which login modules are 
used to provide pluggable authentication. 
Readers should become familiar with the 
JAAS specifi cation.

Introduction to JAAS
 WebSphere Application Server makes 
heavy use of the JAAS programming model. 
JAAS is a standard Java framework for per-
forming a number of security-related tasks, 
including login, custom authentication, and 
(through Java 2 extensions) authorization. 
WebSphere Application Server supports 
the use of JAAS for login and customized 
authentication (with the restrictions stated 
in this article). JAAS exposes an application-
level programming interface (API) for use 
by applications and a service programming 
interface (SPI) for the providers of its func-
tionality. This model accomplishes the goal 
of insulating applications from service pro-
viders, thereby enabling portability across 
system platforms. Furthermore, JAAS follows 
the Pluggable Authentication Module (PAM) 
authentication model and so the service 
provider is completely pluggable through 
administrative confi guration procedures.
 Authentication sometimes involves more 
than one authentication system. To support 
this, JAAS isn’t only pluggable, it’s also stack-
able. This means a sequence of one or more 
mechanisms can be confi gured to drive the 
authentication process. Figure 2 is a high-
level representation of the JAAS model.
 JAAS uses the concept of a subject to defi ne 
a user. A subject is created at initial authenti-
cation time, and is really just a container for 
user information; it includes principal and 
credential data. Authentication is performed 
by login modules that are grouped into login 
confi gurations, providing the stackable 
authentication mechanism described above. 
Login modules have the ability to populate 
data into the subject. In WebSphere Applica-
tion Server, this will include WSPrincipal and 
WSCredential objects. WSPrincipal is basically 
a Java principal, which is used to defi ne an 
entity in Java such as a user, organization, or 
login ID. The WSCredential defi nes security 
information that will be used for authoriza-
tion, such as group memberships.

JAAS Control Flow
 As discussed above, the JAAS login 
process provides access to a series of login 
modules orchestrated into a login confi gu-
ration. The JAAS invocation model consists 
of the caller (for example, a WebSphere 
Application Server container runtime) 
alternately calling JAAS components until 
all confi gured modules are invoked or a 
failure is encountered. Figure 3 shows this 
seesaw-like pattern of alternating control 
fl ow between the invoker and the JAAS 
modules.
 The effect of each JAAS login module is 
driven by a confi guration attribute with one 
of following values:

• Required: The LoginModule is required 
to succeed. Irrespective of whether it suc-
ceeds or fails authentication still contin-
ues with the subsequent LoginModule 
list.

• Requisite: The LoginModule is required 
to succeed. If it succeeds, authentication 
continues down the LoginModule list. 
If it fails, control immediately returns to 
the application (authentication doesn’t 
proceed down the LoginModule list).

• Suffi cient: The LoginModule isn’t 
required to succeed. If it does succeed, 
control immediately returns to the ap-
plication (authentication doesn’t proceed 
down the LoginModule list). If it fails, 
authentication continues down the Log-
inModule list.

• Optional: The LoginModule isn’t required 
to succeed. If it succeeds or fails, authen-
tication still continues to proceed down 
the LoginModule list.

(By default, WebSphere Application Server 
login modules have a required semantic.)

 We will now expand on the fl ow of Figure 
3 by showing the calling sequence for JAAS 
modules and then discuss the data con-
structs exchanged via the controller/invok-
er. This will involve manipulating the core 
JAAS objects, which are:
• Subject
• LoginContext
• LoginModule

 The Subject and the LoginContext objects 
are visible to the JAAS invoker while the 
LoginModule isn’t; that is, it’s subject to 
confi guration only. To authenticate an 
entity (which we’ll call the subject) the fol-
lowing steps are performed: 
• An application instantiates a LoginCon-

text. The LoginContext consults a login 
confi guration to load all of the login mod-
ules that are part of that confi guration.

• The application invokes the LoginCon-
text’s login method. The login method 
invokes the loaded login modules in ac-
cordance with the semantics mentioned 
above. Each login module attempts to 
authenticate the subject. Upon success, 
login modules associate relevant princi-
pals and credentials with a Subject object 
that represents the subject being authen-
ticated.

• The LoginContext returns the authenti-
cation status to the application. Upon 
success, the application retrieves the 
subject from the LoginContext.

 Refer to the JAAS Reference Guide for 
detailed constructor and method signatures 
of the Subject, LoginContext, and Login-
Module classes.

Figure 3: The JAAS invocation model
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Data Flow Across Login 
Module Invocations
 As described above, authentication 
of the subject in the JAAS programming 
model is done by instantiating a separate 
LoginContext object and its corresponding 
LoginModule objects. These two constructs 
encapsulate authentication data for the 
subject being authenticated.
 Before each login module is invoked, 
it’s initialized with the subject, a shared 
login module state, login module-specific 
options, and possibly a CallbackHandler. 
With successful authentication, the subject 
is updated with relevant credentials. Data 
encapsulated by the subject therefore 
represents the first construct passed across 
configured login modules, while the shared 
state represents the second such data ele-
ment. These two objects allow for the effect 
of one login module to become visible to 
the next module in the list.
 The optional CallbackHandler is used by 
the login module to gather authentication 
information about the environment and the 
user, including an identity and a proof of 
possession of that identity. It’s possible for 
this process to involve an interaction with 
the end user; however, this isn’t feasible 
for server-side callbacks. On the server 
side, this information is obtained from an 
incoming client request or the environment 
itself. Callback handlers for WebSphere 
Application Server are discussed in the JAAS 
usage section.

Authentication Plug Points
 The WebSphere Application Server 
authentication process is fully pluggable. 
By providing plug points for custom code 
at most key steps, it’s possible to heav-
ily customize the WebSphere Application 
Server authentication process. Code can 
be developed to add custom information 
to a subject, require additional authentica-
tion information as part of a login process, 
or even bypass the normal registry use by 
asserting complete user credentials to Web-
Sphere Application Server.
 There are two ways in which these exten-
sions to the WebSphere Application Server 
authentication model can be achieved:
 First, most of the authentication pro-
cess is built around JAAS login modules, 

and so it’s possible to plug in custom login 
modules before, after, or between the login 
modules provided by IBM (however, the 
IBM modules mustn’t be removed).
Second, the TAI interface enables the asser-
tion of complete credentials for Web-based 
authentication.
 WebSphere Application Server provides 
a set of standard login configurations with 
login modules and callbacks that are used 
in various situations to achieve authentica-
tion. These modules and callback handlers 
are defined and available depending on 
the specific authentication situation. The 
major configurations that will support most 
needs are for Web inbound, RMI inbound, 
and RMI outbound scenarios. We’ll discuss 
each in some detail, but first we’ll look at 
the standard WebSphere Application Server 
login modules.

Standard Login Modules
 Of interest to us here are three login 
modules that are pre-defined in Web-
Sphere Application Server for use with 
WEB_INBOUND, RMI_INBOUND, DE-
FAULT, and RMI_OUTBOUND configura-
tions:
• com.ibm.ws.security.server.

lm.ltpaLoginModule
 Creates credentials, either using a user-

provided hashtable or default registry 
access.

• com.ibm.ws.security.server.lm.wsMapDe-
faultInboundLoginModule

 Instantiates a subject using either cre-
dentials or tokens depending on the login 
type.

• com.ibm.ws.security.server.lm.wsMapCS
Iv2OutboundLoginModule

 Converts subject into tokens for out-
bound transmission over IIOP; this is 
used only in RMI_OUTBOUND.

 You can put your custom login modules 
either before or after the IBM login mod-
ules; where you put them will depend on 
what you’re trying to achieve: 
 If you’re looking to assert identity infor-
mation and bypass the standard WebSphere 
Application Server login module behavior of 
authenticating against a user registry, then 
you must put your login module before the 
ltpaLoginModule.

 However, if your login module has to use 
information created by the WebSphere Ap-
plication Server login modules (for exam-
ple, you need to see the authenticated user 
to add extra information to the subject), 
then you would place your login module 
after the IBM modules.
 It’s also possible to put your custom 
module between the two IBM login mod-
ules, but that’s rarely required. One such 
case can be if you write an RMI_OUT-
BOUND login module, when it would be 
crucial that your login module execute 
before the IBM wsMapCSIv2OutboundLogi
nModule.

System Login Configurations
 WebSphere Application Server now 
defines four system login configurations 
that are used in specific situations related to 
security: 
• WEB_INBOUND
• RMI_INBOUND
• RMI_OUTBOUND
• DEFAULT

(There are also application login configura-
tions that are used for other purposes, such 
as J2EE Connector authentication, which 
won’t be discussed here.)

WEB_INBOUND
 Figure 4 shows a simplified view of the 
authentication flow for the WEB_INBOUND 
configuration.
 As its name implies, this configuration is 
intended to be used to authenticate Web-
based (HTTP) traffic. There are three basic 
scenarios:
• If a user has already authenticated 

(meaning an SSO token is present in the 
request) and the subject is available in 
the local security cache, then the TAI 
and all login modules are bypassed and 
control is passed directly into the Web 
container.

• If an SSO token is available but the sub-
ject isn’t in the local security cache, Web-
Sphere Application Server will attempt 
to obtain the user’s subject from another 
server (we’ll explain how later). If this suc-
ceeds, then what’s called a propagation 
login is done. (Propagation is discussed 
in a later section.) The login modules will 
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be called and are expected to validate the 
subject. If WebSphere Application Server 
is unable to obtain the subject, then 
things get tricky. By default, WebSphere 
Application Server will do an initial login 
(in the next bullet item), but this behavior 
can be altered.

• If no SSO token is available, then an initial 
login is done. First, the TAI will be in-
voked if it exists. After the TAI is invoked, 
the login modules will be invoked. The 

TAI can create a subject for use by the 
login modules.

 When the login modules are invoked, both 
the required login modules and any custom 
login modules will be invoked. The sequence 
in which they are invoked is determined 
administratively via the login confi guration. 
Of course, you can decide to write a custom 
TAI and custom login modules, but this is 
unlikely to be a desirable option. 

 As you look at the Figure 4, notice that 
the TAI can provide a custom subject to the 
login modules; custom login modules can 
also customize the subject. Shortly, we will 
go into more detail about what login mod-
ules and the TAI can do.

RMI_INBOUND
 Figure 5 shows a simplifi ed view of the 
authentication fl ow in the RMI_INBOUND 
confi guration.
 As its name implies, this confi guration 
is intended to be used to authenticate 
RMI/IIOP requests; that is, requests that 
bypass the Web container and invoke an 
EJB directly. These could be requests from 
a standalone EJB client or from another ap-
plication server.
 There are three basic scenarios:
• If a user has already been authenticated, 

and so a CSIv2 session established, all 
login modules are bypassed and control is 
passed directly to the EJB container.

• If the user already has an authenticated 
context at the caller, the stack of login 
modules in the confi guration will be 
executed in a propagation login (the 
difference between an initial login and 
a propagation login will be explained 
later) as the user authentication data 
(known as tokens) are propagated from 
one server to the next. Both the required 
WebSphere Application Server login 
modules, as well as any custom login 
modules added to the confi guration, will 
be invoked.

• If the user hasn’t authenticated, the login 
modules will be invoked just as before, 
but this time in an initial login mode. The 
login modules are responsible for verify-
ing the user’s authentication data and 
creating the subject.

RMI_OUTBOUND
 Figure 6 shows how the authentication 
fl ow occurs in the RMI_OUTBOUND con-
fi guration.
 As its name implies, this confi guration 
is intended to be used for special authen-
tication-related processing on a call out 
to a remote EJB container, which typically 
involves some type of credential mapping 
processing. You can do identity assertion 
to a remote server without needing a login 

Figure 4: Web inbound flow

Figure 5: RMI inbound flow
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module, but if the remote server doesn’t 
share a registry with the authenticating 
server, you may need to use a login module 
to map the existing user identity informa-
tion to a credential that’s valid for that 
server. 
 If a CSIv2 session is already in place, the 
remote container is called directly and the 
login modules aren’t executed. Otherwise, 
the stack of login modules in the configura-
tion will be executed. This will include both 
the required WebSphere Application Server 
login module, as well as any custom login 
modules added to the configuration.
 This configuration won’t be discussed 
any further in this article.

Other Configurations
 There are other defined login configura-
tions in WebSphere Application Server. 
The DEFAULT login configuration handles 
situations when none of the above configu-
rations apply; these include SOAP requests 
from the admin client and JMX admin au-
thentication requests. There might also be 
legacy login configurations, such as SWAM, 
LTPA and LTPA_WEB. However, these 
should no longer be used as of WebSphere 
Application Server V5.1.1.
 Additionally, there are two login configu-
rations related to Web Services, wssecurity.
signature and wssecurity.IDAssertion that 
this article won’t cover. 

TAI Use 
 Understanding JAAS and the basics of 
WebSphere Application Server authentica-
tion, we’ll now discuss how to customize 
the WebSphere Application Server authen-
tication process in more detail. We’ll begin 
with custom TAIs, since these are the easiest 
to understand and use – and are also the 
most commonly used since TAIs support 
Web-based single sign-on.

TAI: Asserting Identity Information to 
WebSphere Application Server
 If the user has already been authenti-
cated by some authentication system other 
than WebSphere Application Server, it’s 
possible to inform WebSphere Application 
Server of the user’s identity information 
rather than requiring the user to re-authen-
ticate. This is known as identity assertion. 

 WebSphere Application Server has long 
supported Web-based identity assertion as 
part of the TAI interface. As of WebSphere 
Application Server V5.1.1 there are two 
TAI interfaces. The legacy TAI method of 
returning the user ID to WebSphere Appli-
cation Server is retained, but a new, more 
powerful method is now available. Cus-
tom-developed code can assert not just the 
user’s ID but rather the entire user identity 
(user ID, unique ID, and group informa-
tion). If this is done, WebSphere Applica-
tion Server won’t contact the UserRegistry 
to derive additional user information. 
This may improve performance in situa-
tions where the user’s group information 
is already known, but more importantly, 
this gives applications the flexibility to 
determine a user’s group memberships by 
criteria other than the static information in 
the UserRegistry. 
 An additional new feature in the TAI is 
the support for a multi-phase negotiation 
process, which enables the TAI to request 
additional information from the client that 
is asserting identity. 
 The advanced TAI interface that supports 
Subject assertion is com.ibm.wsspi.security.
tai.TrustAssociationInterceptor. Note that 
this is different from the older (and still 
supported) com.ibm.websphere.security.
TrustAssociationInterceptor.

 As mentioned above, this advanced TAI 
interface supports a multi-phase negotiated 
authentication process (for example, some 
systems require a challenge response proto-
col back to the client). The two key methods 
in this new interface are:
• public boolean isTargetInterceptor(Http

ServletRequest req)
 This method will return true if this TAI 

should handle this request; false tells 
WebSphere Application Server to ignore 
this TAI.

• public TAIResult negotiateValidateand
EstablishTrust(HttpServletRequest req, 
HttpServletResponse res)

 This method returns a TAIResult object 
that indicates the status of the request be-
ing processed. The HTTP response object 
can be modified if needed.

 The TAIResult class has three static meth-
ods for creating a TAIResult, all of which al-
ways take an int as the first parameter. This 
parameter is expected to be a valid HTTP 
request return code and is interpreted in 
one of two ways: 
 The value HttpServletResponse.SC_OK 
tells WebSphere Application Server that the 
TAI has completed its negotiation. Web-
Sphere Application Server will then use the 
information in the TAIResult to create a user 
identity. 

Figure 6: RMI outbound flow
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 Any other value indicates that WebSphere 
Application Server should return the TAI 
output (which has been placed into the 
HttpServletResponse) and return it to the 
Web client (or more likely to an authenticat-
ing proxy). Typically, this will result in the 
Web client providing additional information 
on a future request and making another call 
to the TAI. 
 The created TAIResults have the following 
meanings:
• public static TAIResult create(int status);
 Indicates only a status to WebSphere 

Application Server. The status shouldn’t 
be SC_OK since no identity information 

is provided. This will typically be used 
to inform the asserting client that the 
TAI needs additional information. Most 
likely, the TAI has modifi ed the HttpServ-
letResponse object to send some useful 
information back to the caller. 

• public static TAIResult create(int status, 
String principal);

 Indicates a status and the user ID or 
unique ID for this user. WebSphere Ap-
plication Server will create credentials 
by querying the registry for all required 
user information. The status must be 
SC_OK. 

• public static TAIResult create(int status, 
String principal, Subject subject);

 Indicates a status, the user ID or 
unique ID for this user, and a custom 
subject. If the subject contains a com-
plete user hashtable (see the next sec-

tion on creating a custom subject), the 
principal will be ignored. The contents 
of the subject will become part of the 
eventual user subject. The status must 
be SC_OK. 

 There are a few additional methods on 
the TrustAssociationInterceptor interface 
that are discussed in the Java documenta-
tion. These are used for initialization, shut-
down, and identifying the TAI to WebSphere 
Application Server.
 Given this framework, a custom TAI can 
accomplish a number of different things. 
A number of simple examples follow. For 

clarity’s sake examples don’t show error 
handling.

TAI That Asserts a User Simply
 Here is a trivial example of a negotiateV-
alidateandEstablishTrust that asserts a user 
ID:

Listing 1
TAIResult negotiateValidateandEstablishTrust
 (HTTPServletRequest req, HTTPServletResponse 
response) {

 String userid = //get from request somehow
 if ( didnʼt work )
  throw new WebTrustAssociationFailedExcep
tion(“a reason why”);
 return TAIResult.create(HTTPServletResponse.
SC_OK, userid);
}

 In this case, only the user’s user ID is 
provided. WebSphere Application Server will 
access the registry to retrieve all additional 
user information, such as group member-
ships. 
 To indicate authentication failure (and 
cause WebSphere Application Server to 
fail the user authentication) you must 
throw a WebTrustAssociationFailedExcep-
tion.

TAI That Negotiates
 This example shows how to indicate that 
additional negotiation is required, and also 
how to return a user ID:

Listing 2
TAIResult negotiateValidateandEstablishTrust
 (HTTPServletRequest req, HTTPServletResponse 
response) {

 //determines phase by examining request
 if (phase one) {
 ... Alter response object appropriately...

  //Indicate not done to WebSphere 
Application Server. Return code is client specific
  return TAIResult.create 
(HTTPServletResponse.SC_CONTINUE);
 } else {///done
 String userid = //get from request somehow
  return TAIResult.create(HTTPServletRespo
nse.SC_OK, userid);
 }
}

“In the past, IBM WebSphere Application 
Server had a rigid authentication model 

that made it challenging to support 
complex or unusual requirements. 

This situation was recently addressed”
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Create a custom subject
 WebSphere Application Server also pro-
vides the ability to create a custom subject. 
This can actually be achieved by user code 
either in the TAI or in a custom login mod-
ule. Before we get into the details of how 
this is achieved in a TAI, we need to clarify 
that there are actually two very distinct 
things that can be described as “creating a 
custom Subject.” The simpler meaning is 
merely the adding of custom attributes to 
a standard subject, created by WebSphere 
Application Server using its normal meth-
od. 
 One important thing to remember is 
that if you create custom subjects contain-
ing custom attributes, the code to create 
that subject probably needs to be on every 
application server. This is because any 
application server might create the subject 
as part of an authentication. More impor-
tantly, every application server potentially 
needs to deserialize the subject, and so in 
order for it to make sense, it has to have 
access to the subject’s Java class defini-
tions. If the target server does not have the 
custom classes, deserialization will fail and 
WebSphere Application Server will simply 
discard the custom information.
 The second meaning of “custom sub-
ject” is the creation of a subject with cus-
tom credentials by providing a custom 
hashtable that contains user identity infor-
mation. In this scenario, user code provides 
all of the identity information required by 
WebSphere Application Server to generate a 
subject.
 With either type of custom subject, it 
is important to understand the implica-
tions in a clustered environment. This will 
be covered in detail later in the sections 
on JAAS usage and propagation, but the 
important thing to be aware of is that if 
the subject you create is modified in such 
a way that WebSphere Application Server 
cannot recreate it using its own default 
mechanisms, then you must add a custom 
cache key to the subject. This key is used 
during identity propagation to ensure 
that the correct subject is instantiated on 
another application server. This is equally 
true whether you create a custom subject 
with custom credentials, or merely add 
attributes to the standard subject created 

by WebSphere Application Server.
• Add information to a subject 
The code below shows how to add custom 

attributes to a subject. WebSphere Ap-
plication Server will still create a nor-
mal user credential, accessing the user 
registry as required, but will retain the 
custom attribute in the subject for future 
application use during this login session. 
The custom attribute in the example is 
added to the public credentials area of 
the subject (which is probably where you 
would normally add it). (For this to work 
in a distributed environment, the Som-
eType class must be serializable.)

Listing 3
TAIResult negotiateValidateandEstablishTrust
 (HTTPServletRequest req, HTTPServletRespose 
response) {

 String userid = // get from request somehow

 SomeType somethingextra = new SomeType();
 ... do whatever to somethingextra ...
Subject subject = new Subject();
Subject.getPublicCredentials().add(somethingextra);

return TAIResult.create(HTTPServletResponse.SC_OK, 
userid, subject);
}

• Create a custom subject with custom 
credentials 

      If you want to completely override the 
authentication process and complete 
a full custom subject with all required 
credentials, a hashtable of authentication 
data must be created and added to the 
subject, as in this sample code:

Listing 4
String userid = //get from request
InitialContext ctx = new InitialContext();
UserRegistry reg  =(UserRegistry)ctx.
lookup(“UserRegistry”);
String uniqueid = reg.getUniqueUserID(userid);

//define groups
ArrayList groups = new ArrayList();
// add admin group 
groups.add(reg.getUniqueGroupId(“Administrators”));

// stash in hashtable

Hashtable hashtable = new Hashtable();
hashtable.put(AttributeNameConstants.WSCREDENTIAL_
UNIQUEID,uniqueid);
hashtable.put(AttributeNameConstants.WSCREDENTIAL_
SECURITYNAME,userid);
hashtable.put(AttributeNameConstants.WSCREDENTIAL_
GROUPS,groups);
hashtable.put(AttributeNameConstants.WSCREDENTIAL_
CACHE_KEY,uniqueid+”MyCustom”);

Subject subject = new Subject();
subject. getPublicCredentials().add(hashtable);
return TAIResult.create(HTTPServletResponse.SC_OK, 
“ignored”, subject);

 In this example, we create our own cus-
tom array of groups for the user, containing 
the single element “Administrators”. We 
add this to the hashtable of information for 
the user, which you can see we also update 
with the user ID and unique ID (obtained 
from the user registry). We also create a 
custom cache key to ensure that the subject 
will be recreated correctly on propagation. 
 As you can see from the sample above, 
WebSphere Application Server will expect 
to find specific key information in the 
hashtable in the subject. The keys are 
defined in com.ibm.wsspi.security.token.
AttributeNameConstants and they are used 
as follows:
• Key: WSCREDENTIAL_UNIQUEID
 Description: This should be a unique 

representation of the user. The best 
way to obtain a unique ID for a user 
is to call the WebSphere Application 
Server UserRegistry method: public String 
getUniqueUserId(String userSecurity-
Name). This will also ensure compatibility 
with the WebSphere Application Server 
default implementation for the unique 
ID. If you need to customize the unique 
ID for some reason, the best way would 
be to write a Custom User Registry that 
was able to generate meaningful and ap-
propriately unique IDs. 

 Format: this is a java.lang.String.
 Expected format examples  

(realm/uniqueUserId):
 LDAP: “ldaphost.austin.ibm.com:389/

cn=user,o=ibm,c=us”
 Windows: “MYWINHOST/S-1-5-21-

963918322-163748893-4247568029-500”
 UNIX: “MYUNIXHOST/32” 
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• Key: WSCREDENTIAL_SECURITYNAME
Description: This is the security-
Name (commonly called the user ID 
or short name) of the authenticated 
user. (WebSphere Application Server 
uses the securityName attribute for the 
getRemoteUser(), getUserPrincipal() 
and getCallerPrincipal() APIs.) The best 
way to ensure compatibility with the 
WebSphere Application Server default 
implementation for the securityName 
value is to call the WebSphere Application 
Server UserRegistry method: public String 
getUserSecurityName(String uniqueUse-
rId).
Format: this is a java.lang.String.
Expected format examples: 
LDAP: “user” (ldap UID)
Windows: “user” (Windows username)
UNIX: “user” (UNIX username) 

• Key: WSCREDENTIAL_GROUPS
Description: This is an ArrayList of 
realm qualifi ed groups to which this user 
belongs. The format of these groups is 
important as they are used by the Web-
Sphere Application Server authorization 
engine for group-to-role mapping in the 
deployment descriptor. The format pro-
vided must match what the WebSphere 
Application Server default implementa-
tion expects. If you use a third party au-
thorization provider, then this should be 
whatever the third party provider expects. 
The best way to ensure compatibility with 
the WebSphere Application Server default 
implementation for the unique group ID 
value is to call the WebSphere Applica-
tion Server UserRegistry method: public 
List getUniqueGroupIds(String uniqueU-
serId). If the HashMap is present in the 
subject created by the TAI but it contains 
no groups, then WebSphere Application 
Server will create a credential with the 
user having no groups; it will not query 
the registry to obtain group information 
in this scenario.
Format: this is a java.util.ArrayList of java.
lang.String.
Expected format examples for each 
group in the ArrayList: 
LDAP: “ldap1.austin.ibm.com:389/
cn=group1,o=ibm,c=us”
Windows: “MYWINREALM/S-1-5-32-544”
UNIX: “MY/S-1-5-32-544” 

 In addition to the three keys listed 
above, you may also need to specify a 
fourth key, the cache key, which is a unique 
identifier further defining the uniqueness 
of these credentials. The cache key defines 
how WebSphere Application Server inter-
nally caches subject information. However, 
it is important to understand that if you 
let WebSphere Application Server use the 
default cache key, it will recreate a default 
subject as needed, which means that cus-
tomization of the subject could be lost.
 This point is crucial. If you are providing 
only information that could also be directly 
derived from the UserRegistry, there is 
no need to provide the unique cache key. 
WebSphere Application Server will cache 
the information provided using the user’s 
unique ID, and if the information must 
be recreated, then WebSphere Application 
Server will simply query the registry. 
However, if the information you are provid-
ing is not derivable from the UserRegistry, 
or is perhaps unique to this particular 
authentication session, then a unique 
cache key must be provided. The key must 
be appropriately unique; that is, it must at 
least be globally unique across all users. For 
example, if the subject will always contain 
the same information for the same user, the 
user’s unique ID plus a simple hard coded 
constant value is sufficient (as we’ve done 
in our example above). On the other hand, 
if the information in the subject is unique 
to this specific login session (perhaps it 
contains the login time or login source), 
then the cache key must be dynami-
cally generated (again including the user’s 
unique ID) and should be unique across all 
users and instances of your custom login 
module or TAI. The cache key definition is:
• Key: WSCREDENTIAL_CACHE_KEY

Format: this is a java.lang.String

TAI scenario and example
 The following code shows an example 
TAI that incorporates some of the concepts 
that we have discussed so far. This TAI 
accepts three parameters, previously set by 
an unsecured Web login application: the 
user ID and password of the requestor, plus 
a flag called AdminPriv, which enables a user 
who would normally be given administra-
tor privileges (that is, they are a member of 

the admin registry group) to either accept 
or decline those privileges. This is a some-
what unrealistic example, but it serves the 
purpose of showing how to override registry 
attributes by creating a custom subject. 
 The TAI will verify the user’s password 
using the UserRegistry, obtain the user’s 
groups, and also verify that the user is 
actually a member of the admin group if 
they request admin privileges. If the user 
does not request admin access and the 
user is a member of the admin group, the 
TAI will remove that group from the group 
list and pass it to WebSphere Application 
Server. In this case, a custom key must be 
created because we have modified the sub-
ject based on some dynamic, non-registry 
driven information (in this case the user’s 
preference to be admin or not for this par-
ticular session). In all other cases, the TAI 
will just use the default group list from the 
user’s registry entry, so a custom cache key 
is not needed (the subject will contain only 
default information).

TAI installation and configuration
 As discussed earlier, to develop a custom 
TAI you need to implement the TrustAsso
ciationInterceptor interface defined in the 
com.ibm.wsspi.security.tai package. The 
WebSphere Application Server library in 
which this interface is defined is in the JAR 
file wssec.jar. The implementing JAR file that 
contains your custom TAI (we have provided 
loginexamples.jar for this purpose) should 
be deployed in the WebSphere Application 
Server environment in a location that is 
accessible by the security portions of the 
application server runtime. Your custom TAI 
implementation should be deployed under 
the WAS-INSTALL/lib/ext directory for the 
application server nodes because the entire 
WebSphere Application Server runtime can 
access code here. You may encounter prob-
lems if you try to place your TAI under a 
shared library for just the application server. 
 Assuming that you have enabled Global 
Security for your server, follow these steps 
to make sure you properly configure your 
custom TAI:
1. Install your TAI JAR in WAS-INSTALL/lib/

ext. For our example, we simply copied the 
loginexamples.jar fi le to this directory for our 
WebSphere Application Server V6 install.
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2. From the WebSphere Application Server 
administrative console, navigate to Se-
curity => Global Security and ensure that 
the Active authentication mechanism 
dropdown is set to Lightweight Third 
Party Authentication (LTPA). 

3. Verify that LTPA is configured for use 
on your server by selecting Security => 
Global security => Authentication mecha-
nisms => LTPA and you should see the 
Password attribute already filled in.

4. Select Security => Global security => 
Authentication mechanisms => LTPA => 
Trust association and check the Trust As-
sociation Enabled box, then Apply.

5. Select Security => Global security => 
Authentication mechanisms => LTPA => 
Trust association => Interceptors. Click on 
New. Enter the fully qualified classname 

to your custom TAI class, then Apply. 
(Figure 7) 

6. Our sample TAI does not depend on any 
custom properties. However, if yours does, 
then select Security => Global Security => 
Authentication Mechanisms => LTPA => 
Trust Association => Interceptors => your-
TAIclass => Custom Properties => New to 
enter the (key, value) pairs for the proper-
ties on which yourTAI depends, then Apply. 

7. Save your configuration and then restart 
your server to make your TAI fully opera-
tional.

Running the sample TAI
 After you complete the TAI configuration 
and install the TAITestEAR.ear file (which 
consists of a single WAR file that contains a 
login JSP and a Servlet called PrintUserInfo), 

open a browser and navigate to the login.jsp 
page, as shown in Figure 8.
 
Our example behaves as follows:
• Case 1 
 If we log in with a user that has admin-

istrative privileges (that is, the user is a 
member of the admin group in the user 
registry), and that user checks the box 
stating that they desire to log in with 
those privileges, the following code in our 
TAI is executed:

Listing 5
//determine if user wants to be admin.
String adminPriv = req.getParameter(“AdminPriv”);
if (adminPriv != null && adminPriv.equals(“Y”)) {
 System.out.println(“User desires admin”);
 wantsAdmin = true;
}

//go through groups and remove admin group if 
needed.
Iterator iter = groups.iterator();
boolean foundAdmin = false;
while (iter.hasNext()) {
 String gid = (String) iter.next();
 if (gid.equals(“admin”)) {
  foundAdmin = true;
  if (wantsAdmin == false) {
   iter.remove();
   customGroups = true;
  }
  break;
 }
}

//Now, a quick error check (wanting admin when not 
an admin)
if ((!foundAdmin) && wantsAdmin) {
 ... Error code not shown ...
}

String key;
if (customGroups) {
 key = uniqueid + “ExampleTAIAdminRemoved”;
} else {
 key = uniqueid;
}

Subject subject = createSubject(userid, uniqueid,
 convertGroupsToUniqueIds(reg, groups), key);
return TAIResult.create(HttpServletResponse.SC_OK, 
“notused”, subject);  

Figure 7: Our example TAI configuration

Figure 8: Example login page
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Manage Costs While Gaining Benefits

APPLICATION DEVELOPMENT

J2EE applications and WAS for z/OS are 
very CPU-intensive workloads on z/OS. 
They consume a lot more CPU cycles 

than the traditional workloads running on 
z/OS, especially when processing big XML 
files. 
 Normally the CPU utilization of an 
application running on 
z/OS is measured in MIPS. 
An application consuming 
more CPU cycles means 
that the MIPS number for 
the application is higher. To 
provide more MIPS to run 
your application, more CPUs 
are needed. However, adding 
more CPUs to a zSeries server 
causes virtually all software 
license fees to go up because of the zSeries’s 
software license model, which by the 
machine’s CPU horsepower. 
 This is not a new story. Companies have 
been using different ways to manage the 
software cost on the zSeries platform for 
years. When the J2EE applications start run-
ning in WAS for z/OS, it’s harder to manage 
the software cost than before.
 To reduce the overall cost of enabling 
Java on zSeries platform, IBM introduced 
zAAP for Java workloads on z/OS. The fol-
lowing sections describe what a zAAP is, 
how it works, and how to use it.

What Is zAAP?
 zAAP stands for zSeries Application 
Assist Processor, also known as the 
Integrated Facility for Application processor 
(IFA). It’s a specialized processing unit (PU 
a k a CPU on open systems) available on 
the zSeries 990 (z990), 890 (z890), and z9. 
It provides a strategic z/OS Java execution 

environment for customers who want the 
powerful integration advantages and tradi-
tional QoS of the zSeries platform.
 Conceptually, zAAP is just a co-processor 
like your old PC’s floating-point co-processor. 
Instead of working as a standalone general 
processing unit (CP), it only assists the gener-
al-purpose CPs to execute Java programming 
under the control of the IBM JVM. For this 
reason, zAAP’s capacity doesn’t incur IBM or 
third-party software charges. So you can buy 
additional processing power exclusively for 
Java application execution without affecting 
the machine model designation that’s used to 
determine zSeries software cost. 
 zAAP has been designed to operate 
asynchronously with general CPs to execute 
Java programming under control of the 
Java Virtual Machine (JVM). Executing IBM 
JVM processing cycles on a zAAP is a func-

tion of the IBM Software 
Developer Kit (SDK) for z/OS 
Technology Edition V1.4, z/
OS V1R6, and the Processor 
Resource/System Manager 
(PR/SM).
 Figure 1 is a z/OS Logical 
Partition with zAAP. One 
zAAP can be configured per 
general processor in a Central 
Electronic Complex (CEC).  

 zAAP is enabled by IBM’s innovative 
zSeries PR/SM virtualization technology. 
It can be virtualized into logical zAAPs and 
assigned to different LPARs. But zAAPs and 
general CPs should exist in the same z/OS 
LPAR. On z990s or z890s, zAAPs are grouped 
in the ICF/IFL/zAAP processor pool. The 
ICF/IFL/zAAP processor pool appears on 
the hardware console as ICF processors. 
The number of ICFs shown is the sum of 
IFL, ICF, and zAAP processors characterized 
on the server.
 To exploit a zAAP, the operating system 
must be migrated to the following levels of 
software:
• z/OS V1R6
• IBM JDK V1.4 with a PTF for APAR PQ 

86689
• For WAS for z/OS Java workloads, WAS for 

z/OS version 5.1 above

 WAS for z/OS version 5.1 and above 
provide support for IBM’s JDK 1.4. It makes 

Running applications in WAS for z/OS lets 

you take advantage of the z/OS built-in 

Quality of Service features such as reliability, 

availability, scalability, and serviceability. 

However, the solution could be very expen-

sive. 

WAS for z/OS 
and zAAP
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WAS for z/OS one of the key workloads that 
can take advantage of zAAPs.
 The z/OS exploitation of zAAP capabili-
ties provides the following added values:
• Simplifies and reduces server infrastruc-

tures by integrating e-business Java Web 
applications next to mission-critical data 
for QoS.

• Maximizes the value of zSeries investment 
through increased system productivity, 
achieved by reducing the demands and ca-
pacity requirements on general CPs, which 
can be reallocated to other workloads.

• With WAS for z/OS, your application 
can exploit the z/OS Workload Manager 
(WLM), which can guarantee service 
levels for specific kinds of customers and 
workloads defined by business needs. 

 In summary, zAAP is a special PU on the 
zSeries server that the Java workload can 
be off-loaded to. The applications you have 
running in WAS for z/OS can still leverage 
the QoS features provided by z/OS. 

How Does zAAP Work?
 When a z/OS logical partition is con-
figured, both CPs and zAAPs are necessary 
to support the planned Java and non-Java 
workloads. Normally a Web application 
running in WAS for z/OS consists of both 
Java and non-Java workloads. 
 Figure 2 is the zAAP workflow. It essen-
tially explains how the zAAP works.
The IBM JDK V1.4 JVM, parts of Language 
Environment (LE) runtime, and z/OS 
Supervisor are needed to support JVM 
execution on zAAP. 
 Some of the JVM tasks are dispatched to 
general CPs. Basically these tasks do the fol-
lowing:
• Determine if the program code is eligible 

to run on zAAP
• Signal the z/OS dispatcher of the zAAP 

work
• Handle the program code that’s ineligible 

to run on zAAP

 Other JVM tasks are dispatched to 
zAAPs. These tasks:
• Determine if the program code is eligible 

to run on zAAP
• Run the zAAP eligible program code
• Signal z/OS dispatcher of non-zAAP work

Figure 1: z/OS logical partition with zAAP

Figure 2: zAAP workflow
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 Whenever a Java unit of work is executed, 
it’s initially dispatched on a general CP. Before 
the Java code gets executed in the JVM, the 
JVM determines if the work is eligible to 
run on the zAAP. If so, the JVM signals the 
dispatcher that the current unit of work is 
zAAP-eligible. Then the dispatcher puts the 
current unit of work in the zAAP dispatcher 
queue. When a zAAP processor becomes 
available, the dispatcher selects the highest-
priority work from the zAAP work queue and 
dispatches it on the zAAP processor.
 A zAAP-eligible unit of work can be execut-
ed on a zAAP. zAAP work inherits the dispatch-
ing priority from the execution on the general 
CP. When the JVM finishes Java code process-
ing, it signals the dispatcher that the current 
unit of work is not zAAP-eligible any more. The 
unit of work release control puts it back in the 
general logical processor work queue.
 If the application is a pure Java applica-
tion, the entire application should be run 
on the zAAP. Unfortunately, most applica-
tions that run in WAS for z/OS use various 
native libraries implicitly. For example, 
the JDBC type II driver, MQ batch adapter, 
and CTG for CICS Access are all Java code 
wrapprd around native codes. WAS for z/OS 
itself has other native code to exploit the 
z/OS environment. So you might see the 
dispatcher switch the work back and forth 
between the zAAP and the general CP. You 
can see in Figure 3 the zAAP integration at 
work. Switching the works back and forth 
causes overhead. Using zAAP reduces the 
MIPS number on general CPs, but the total 
MIPS number is higher than before. 
 I wondered why IBM didn’t let the native 
code called from the JNI run on the zAAP as 
well. I think that would boost the use of WAS 
for z/OS and push Java on z/OS. Maybe IBM 
thinks it would lose it licensing fees.

Exploiting zAAP
 Before you decide to use zAAP, you 
should figure out if you’d really gain any-
thing from it. zAAP has a fixed price of 
$125,000. The horsepower it provides 
doesn’t incur software charges. 
 The first thing to figure out is how much 
of your workload is zAAP-eligible. 
 Currently the following z/OS subsystems 
might have zAAP-eligible workloads:
• WAS for z/OS 5.1

• IMS V7, V8 and V9
• CICS 2.3
• DB2 V7, V8

 If you’re using WAS 5.1 for z/OS, it’s defi-
nitely worth exploring zAAP. For the other 
subsystems, you might not have a Java 
workload. If you need more information, 
refer to the product documentation.
 A measurement tool, the zAAP 
Projection Tool for Java 2 Technology 
Edition, helps estimate the zAAP-eligible 
content in your workload. It’s included in 
IBM JDK 1.3.1 at the PTF level UQ94379 
(S2.4) or later and IBM JDK 1.4 with the PTF 
(or later) for APAR PQ86689.
 The Projection Tool prints out the infor-
mation on processor time as messages in 
the STDERR file for each JVM every five 
minutes, along with statistics and total val-
ues at termination. The report consists of:
• Java IFA time – the time accumulated 

for Java threads processing zAAP-eligible 
work; 

• Java Standard CPU time – the time accu-
mulated for Java threads processing zAAP 
non-eligible work; 

• Interval address space CPU time – the 
time for working in the address space 
across all dispatchable units including the 
Java threads.

Listing 1: Project Tool output
IFA Projection data for system id=<SYSE.341> Starting at: 

16:25:07 - Current address space CPU: 0.025418 sec.

<SYSE.341> Interval at: 16:28:15 Switches To/From IFA: 17

 Java IFA: 0.411787 sec. Java Standard CPU 0.000059 sec.

 Total address space CPU: 3.266723 sec.

<SYSE.341> Interval at: 16:28:40 Switches To/From IFA: 77

 Java IFA: 3.421488 sec. Java Standard CPU 0.008685 sec.

 Total address space CPU: 0.583209 sec.

<SYSE.341> TOTAL at: 16:28:40 Switches To/From IFA: 94

 Java IFA: 3.833275 sec. Java Standard CPU 0.008744 sec.

 Total address space CPU: 3.849932 sec.

 Listing 1 is the STDERR file containing 
the project tool output.
 To analyze this data further, an Excel work-
book is provided at http://www6.software.
ibm.com/dl/zosjava2/zosjava2-p. It processes 
the STDERR file and stores the zAAP process-
ing information in a spreadsheet. Figure 4 is a 
sample of the contents of the spreadsheet after 
executing in the workbook. This Figure is from 
IBM’s technical document.
 The workbook combines data from mul-
tiple JVMs and multiple address spaces, ser-
vice classes, and LPARs, aligns data to RMF 
intervals, adjusts zAAP utilization factoring 
in the z/OA capture ratios, and expresses 
zAAP and standard CP time as a percent of 
the single CP that the data was collected on.
 Based on the information provided by 
the Projection Tool, you can work with your 
zSeries capacity planning staff to deter-
mine how much you can gain from using 
zAAP and how many zAAPs you should use. 
I don’t want to get into too much detail 
on this because it involves a lot of fac-
tors regarding zSeries capacity planning. 
Normally Java developers have no interest 
in it.

Figure 3: zAAP integration
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APPLICATION DEVELOPMENT

 Using the Projection Tool with WAS for 
z/OS is quite straightforward. The following 
steps apply to different versions of WAS for 
z/OS:
• Step1: Upgrade the JVM to the service 

level that supports the Projection Tool.
• Step2: Change the JVM option and ap-

plication server confi guration to enable 
the JVM to produce the processor time 
information.

• Step3: Test that your application can 
capture the information.

• Step4: Disable the Projection Tool.
• Step5: Analyze the data captured using 

the Excel workbook.

 Should you need more information on 
how to do it, refer to http://www-03.ibm.
com/support/techdocs/atsmastr.nsf/
WebIndex/WP100431

Using zAAP
 This section describes setting the JVM 
options for leveraging zAAP, measuring 
zAAP utilization, and some zAAP-related 
performance topics.
 IBM JDK1.4.1 has a set of options for 
zAAP processing. If you are on z/OS V1R6, 
the default values of the JVM options 
enable you to use zAAP automatically. 
These are the JVM options:
• Xifa:on – This is the default option on 

JDK 1.4.1. It enables a Java workload to 
run on a zAAP if available. It’s only hon-
ored on z/OS V1R6.

• Xifa:off – This option disables the zAAPs.
• Xifa:projectn – This option is provided so 

the Project Tool can gather processor time 
information to help zAAP capacity plan-
ning. “n” is the requested time interval to 
print out the processor time information. A 
value of “0” indicates that the information 
will only be written when Java terminates. 
Messages are normally written after a 
switch has been encountered for zAAP-
eligible work or when returning from that 
state. This option can be used on all z/OS 
versions for capacity planning purpose. On 
z/OS V1R6, SMF and RMF reports have the 
zAAP capacity planning information. This 
option disables zAAP use on z/OS V1R6 un-
less you specify Xifa:on or Xifa:force.

• Xifa:force – This option forces Java to 
continue trying to use zAAPs even if none 

exist. This option is only honored on z/OS 
V1R6 to collect RMF/SMF data to assess 
potential zAAP use.

 To set these options for WAS for z/OS you 
have to access the administration console:
Select Servers > Application Servers 
> Server Name > Process Definition > 
Control/Servant > Java Virtual Machine 
> Advanced JVM Settings, and put the 
options into the Generic JVM arguments 
text input field as shown in Figure 5.
 Figure 5 WAS for z/OS zAAP option set-up
 z/OS V1R6 provides the ability to run 
Java applications on zAAPs. RMF in z/OS 
V1R6 supports zAAPs by extending CPU 
Activity, Partition Data, and Workload 
Activity reports in Monitor I and Monitor 
III. The reports can be used for zAAP con-
sumption assessment. 
 The following SMF record types are 
extended to support zAAPs:
• SMF record 70 subtype 1 (CPU activity)
• SMF record 72 subtype 2 (Workload activity)
• SMF record 79 subtype 1 and 2 (Address 

Space State and Resource data)

 

More information on how to interpret these 
reports can be found in zSeries Application 
Assist Processor (zAAP) Implementation 
SG24-6386-00.
 I would like to clear up one thing about 
zAAP performance. Currently zAAP itself 
doesn’t have any built-in mechanism to 
speed up Java code execution. In other word, 
the Java code doesn’t run any faster than it 
does on a general CP. (On a z890, the zAAP 
speed is different from the general CP; the 
situation is a little bit more complicated.). If 
your system is short of CPU cycles, you will 
see the application response time becomes 
shorter when you off-load the Java workload 
to zAAPs. However, it doesn’t mean that the 
Java code runs faster. It’s just because some 
of the CPU waits are eliminated. IBM may 
do something for zAAP to speed up Java 
code execution in the future.
 Once you turn on the zAAPs, the WAS for 
z/OS performance tuning gets more com-
plicated. I’m going to list some of the zAAP 
tuning options here to help Java developers 
get a basic understanding of zAAP tuning to 
ease the conversation for system people.

Figure 4: Excel workbook spreadsheet sample

Figure 5: Putting options in the Generic JVM arguments text input field
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 The options are specified in the 
IEAOPTxx member of the SYS1.PARMLIB:
• IFACrossOver=YES|NO
• IFAHonorPriority=YES|NO

 The IFACrossOver with a value NO 
means that there’s no zAAP-eligible work 
that can run on the general CPs. Otherwise 
zAAP-eligible work can run on general CPs.
 The IFAHonorPriority with a value NO 
means a general CP only selects zAAP-eli-
gible work when the general CP isn’t busy. 
Otherwise a general CP selects the general 
CP work and the zAAP-eligible work in dis-
patch priority order.
 IFACrossOver=YES and IFAHornor 
Priority=YES provide the best performance 
for high-priority work regardless of the 
workload type. But it probably reduces the 
estimated amount of work running on the 
zAAPs.
 IFACrossOver=YES and IFAHonor 
Priority=NO let all processors to run ready 
work, but give the zAAP a better chance of 

running Java work and help achieve the 
estimated offload of Java work.
 IFACrossOver=NO provides the maxi-
mum offload of Java work to a zAAP but 
might cause Java work to queue to the zAAP 
when a general CP is available.
 zWLM and LPAR management have 
been enhanced to handle zAAPs. More 
information can be found in zSeries 
Application Assist Processor (zAAP) 
Implementation SG24-6386-00.
 Not all the applications running in WAS 
for z/OS are good candidates for exploiting 
zAAPs. Java-intensive applications are good 
candidates. Low switch-rate applications 
are good candidates since they minimize 
the software cost. The Java eligible time 
per switch might be a good indicator of the 
application’s applicability for a zAAP.
 Since using a zAAP is controlled at the 
JVM level, it implies that it’s preferable to 
deploy applications with similar Java eligible 
time per switch to the same WAS for z/OS 
server. If the applications running in a WAS 

for z/OS server have long Java eligible time 
per switch, the JVM should be configured 
to leverage the zAAP. Hence it’s necessary to 
analyze the applications for zAAP utilization 
using the Projection Tool described above.
 However, I haven’t discussed the limita-
tions of zAAP in this article because most 
of them aren’t of interest to application 
development folks. Information about zAAP 
limitations can be found ar IBM’s zAAP 
resource web site.

Conclusion
 zAAP is a specialized processing unit 
which can be used to lower the overall cost 
of running WAS for z/OS and other Java 
workload on z/OS. This article explained 
the basic concepts of how zAAP works and 
how to exploit and use them.  

Resources
IBM zAAP resource Web site http://www-
03.ibm.com/servers/eserver/zseries/zaap/
resource.html
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NEWS ROUND-UP

DataPower Acquisition
 IBM announced it has acquired 
DataPower, a Cambridge, Mass.-based, pri-
vately-held provider of products that help 
improve security and speed the processing 
of computer transactions. 
 IBM acquired DataPower to help com-
panies improve the performance, security 
and management of business processes 
built of reusable, open-standards-based 
software components, which operate 
independently from the applications 
and computing platforms on which they 
run. This increasingly popular approach, 
called Service Oriented Architecture 
(SOA), combines business operations 
with information technology.  According 
to Gartner, an IT industry research firm, 
SOA will provide the basis for 80 percent 
of new software development projects 
by 2008. IBM plans to introduce a family 
of SOA appliances based on DataPower 
technology.
 The widespread adoption of open 
standard technology has enabled software 
applications to better interoperate across 
business units and externally with third 
parties. While this has helped companies 
improve productivity, quickly respond to 
changing business needs and seize oppor-
tunities, it has also placed new demands 
on IT systems, which can become overbur-
dened from processing high volumes of 
Web services traffic and resource-intensive 
malicious attacks.
 “With more companies taking a modu-
lar approach to running business processes 
through a Services Oriented Architecture, 
there’s a greater need for technology to 
deal with the commensurate increases in 
Web services traffic, which can overburden 
IT systems,” said Robert LeBlanc, general 
manager, WebSphere, IBM Software Group. 
“DataPower’s products address these chal-
lenges.”
 DataPower is a leading provider of 
SOA appliance products that enable inte-
gration and help provide security at the 
Web services message level.  DataPower 
products available today include the 
XI50 Integration Device, which stream-
lines SOA infrastructures; the XA35 XML 
Accelerator, which offloads XML process-
ing; and the XS40 XML Security Gateway, 

which helps provide message-level Web 
services security. DataPower security 
features complement the SOA security 
management capabilities of IBM’s Tivoli 
software.
 IBM has a broad portfolio of SOA solu-
tions that enable clients to more effective-
ly model, assemble, deploy and manage 
business processes.  Already integrated 
with many IBM products, DataPower 
builds on IBM’s existing SOA capabilities, 
including its WebSphere software, SOA 
services and consulting.  As part of its SOA 
Business Partner initiative, IBM now has 
over 150 partners, which can benefit from 
the new deployment model the DataPower 
acquisition provides. Data centers can 
also benefit from DataPower’s XML and 
security technology, including its product 
designed for IBM eServer zSeries main-
frame integration.
 “XML Web services have become the 
dominant protocol for connecting disparate 
systems,” said Jim Ricotta, CEO, DataPower.  
“DataPower’s specialized technology not 
only provides connectivity, but also mes-
sage-level security, routing, integration and 
acceleration. DataPower products nicely 
complement IBM’s SOA capabilities.”
 Mr. Ricotta will continue to manage 
DataPower and will undertake additional 
responsibility within IBM’s WebSphere 
software area. Through this acquisition, 
DataPower employees will become IBM 
employees.

LeBlanc Comments on Acquisition
IBM’s Robert LeBlanc recently answered 
the questions from SYS-CON.TV’s Roger 
Strukhoff on IBM’s DataPower acquisition.

Roger Strukhoff: The press release says 
that IBM plans to introduce a family of SOA 
Appliances based on DataPower technolo-
gy. When will this be, and can you give us a 
hint of what these SOA Appliances will be? 

Robert LeBlanc: Well, certainly, we’re giving 
you a kind of a directional statement, and 
now that we’ve closed the transaction, the 
next level of detailed work can go on. We will 
make a set of announcements later this year 
around more specific road maps around the 
set of capabilities that we’ll deliver but if you 
look at SOA and all that it entails – security, 
there’s management, there’s process man-
agement – all of the things that make up an 
SOA environment are all candidates to be 
integrated on top of an appliance, so we’re 
going to look at all of those opportunities, to 
be able to extend out the set of functionality 
that DataPower provides today. The existing 
products that are available today provide a 
lot of value to customers, and in fact if you 
look at the customer list for DataPower it’s 
pretty impressive with people like UBS, JP 
Morgan Chase, some of the largest financial 
institutions that build out pretty substan-
tial SOA deployment and that’s where we 
collectively work together, and where we 
think that there are opportunities for tighter 
integration between the set of capabilities 
that DataPower has and the rest of the IBM 
portfolio. 
 Not only web share, but for systems 
management, for information management 
and for some of the XML optimization that 
we’re putting in the database in the future. 

Strukhoff: Also, on the complimentary 
aspects - are you saying that with this 
announcement complimenting WebSphere 
that individual developers will have a new 
choice to make within the IBM family, or 
you’re reaching out to developers who are 
not today prime candidates for WebSphere. 
LeBlanc: It’s a hard question to answer, I 
think both – it’s clearly aimed at customers 
making an SOA decision, they’re going to 
look at the breath and depth of the oppor-

IBM eServer zSeries
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tunity and of the technology to deploy, we 
think that it stands out as the breath of 
functionality we have and therefore makes 
WebSphere even more attractive than it 
already is as the leader in SOA deployment 
and gives more and more sets of capabili-
ties. We think that it will bring new custom-
ers to the WebSphere platform, as well as 
providing value to the current customers. 
So, we think that it’s actually both. 
 In answering another reporter’s ques-
tion if IBM will continue to work with other 
middleware systems, such as BEA and 
Oracle, LeBlanc said:
 “Absolutely, because we provide value 
in an SOA environment, and some custom-
ers will choose their backend to be BEA 
or others, and not WebSphere. We provide 
value to customers, and that’s what we’re all 
about. So, the way that we’re going to struc-
ture the organization is that we will have 
an SOA, a client’s organization that will 
report directly to me, that is separate from 
my WebSphere organization, so that we 
can go after the full customer opportunity. 
But obviously, the optimization between 
DataPower and WebSphere is something 
that will be a huge advantage.”

Level 7 Comments on Acquisition
 IBM’s acquisition of DataPower will no 
doubt cause commentary on the part of 
customers, partners, and competitors, as 
Big Blue continues its recent aggressive 
marketing and technology moves into the 
burgeoning global SOA marketplace. One 
of the early comments came from Layer 7, 
and a company executive also spoke with 
Web Services Journal about the deal.
 “This acquisition seems to concede 
that the current generation performance 
and security solutions offered by the plat-
form vendors is not enough for customers 
contemplating SOA.” says Dimitri Sirota, 
VP of Marketing and Alliances, Layer 7 
Technologies, in commenting on IBM’s 
acquisition of DataPower. “The question for 
customers will now be how do they imple-
ment cross-platform, open solutions that fit 
their heterogeneous SOA environments. This 
is an area where Layer 7 has unique strength.” 
 The company had said in an official 
announcement that the acquisition repre-
sented “a major milestone in the SOA sector, 
and demonstrates growth in the market.” 
The statement added that the acquisition 
“presents many opportunities to companies 

like Layer 7 that provide standards-based, 
cross-platform security and governance 
solutions for XML, web services, and SOA.”
 Questioned about Layer 7’s existing rela-
tionship with IBM’s Tivoli division, Sirota 
noted that “Tivoli has been a good, but not 
exclusive, partner for Layer 7. We have mul-
tiple joint customers and several joint oppor-
tunities we will continue to support with 
Tivoli. We of course also have opportunities 
generated through other relationships.”
 “While Datapower and Layer 7 compete 
on high performance XML appliances, Layer 
7 also offers software based gateways, XML 
VPNs and SOA compliance products not 
offered by Datapower. We anticipate con-
tinuing to work with Tivoli in several of these 
areas.”  

IBM has announced that WebSphere Portal has been named the 
industry’s number one enterprise portal product by a top market analyst 

firm. According to IDC, IBM has the highest percentage of world wide 
portal market share for 2004 based on software license and maintenance 
revenue, which is more than 10 percent higher than the closest competitor
 Organizations today are facing an overload of information on multiple 
yet disparate systems, making it increasingly difficult to identify, access, 
and disseminate relevant information. Through a security-
rich and scalable infrastructure, WebSphere Portal helps 
businesses organize, combine, and make information and 
systems easier to use. In addition, WebSphere Portal is a 
key part of the SOA lifecycle for deploying people based 
services. 
 “WebSphere Portal, an integral part of the IBM Work-
place family of products and solutions, continues to lead 
the portal industry with our customer base growing by 
double digits this year says Ken Bisconti, vice president of 
IBM Workplace, Portal and Collaboration Products. Support 
for services oriented architecture (SOA), a high level of secu-
rity and a clear and reliable product roadmap have been the key drivers in 
this success.”
 The following represent a sample of the thousands of customers of all 
sizes and industries that are using the powerful capabilities of WebSphere 
Portal technology to address complex collaboration issues.

 Ball Memorial Hospital, the flagship hospital for Cardinal Health System, 
selected IBM WebSphere Portal and Bowstreet technology to develop a 
physicians’ dashboard that aggregates data and functionality from disparate 
systems. The physicians’ dashboard provides access to critical data, such as 
patient, scheduling, and pharmaceutical information, from a single source. 
 “We’re very pleased with the results we have achieved. The time our 
physicians save by using the dashboard allows each of them to schedule 

one additional patient per day. This translates to a potential increase 
in revenue of approximately $60,000 per month or $720,000 per 
year,” explains Christina Fogle, Manager of eSystem Support, 
Cardinal Health System.
     The AO Foundation, a nonprofit organization dedicated to 
research and education in the area of trauma and corrective 
surgery, turned to IBM and IBM Business Partner WP Experts 
to create a portal that would let surgeons and faculty members 
communicate and access everything from surgical procedures 
and research data, to continuing education requirements. 
 “As a nonprofit organization we face an interesting challenge, 

we have a lot of information that needs to reach a wide variety of audi-
ences world wide yet we have a limited amount of time and resources 
to make it happen,” says Michael Redies, Head of Knowledge Services 
department for the AO Foundation. “With WebSphere Portal we are able 
to put the right information in the hands of our surgeons and faculty mem-
bers easily and efficiently.”  

WebSphere Portal Dominates

Dimitri Sirota
VP of Marketing 
and Alliances 
Layer 7 Technologies
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Citrix and VMWare Team with IBM
 Citrix and VMWare are teaming 
with IBM to launch the first offering of 
the new IBM Virtualized Hosted Client 
Infrastructure that delivers full desktop 
functionality to any client from highly reli-
able and secure xSeries and BladeCenter 
servers.
 IBM is announcing a new pre-inte-
grated hosted client solution that is based 
on VMware virtual infrastructure software 
and leverages Citrix client access tech-
nologies to host multiple users of fully 
functional desktop environments on IBM 
BladeCenter, while increasing efficiencies 
such as utilization of computing resources 
and quicker deployment of new users. 
With the new virtualized solution, custom-
ers could see total cost savings of up to 60 
percent and return on investment in as 
short as six months.
 IBM’s Virtualized Hosted Client 
Infrastructure helps overcome a key 
obstacle to adoption of hosted client archi-
tectures: resistance from the desktop user. 
Users will be able to enjoy all of the ben-
efits and personal control of a stand alone 
desktop -- functionality including print 
capabilities, USB drive support, dual moni-
tors and audio - while reducing many of the 
hassles of a “fat client,” including limiting 
susceptibility to theft and viruses, extended 
downtime during a hard drive failure, or 
having to rebuild their preferences and set-
tings after each client “refresh,” according 
to IBM.
 This companies says this new solution 
is ideal for all types of knowledge workers 
with constant computing requirements, 
and also for remote employees, branch 
office environments like automobile dealer-
ships or retail stores, customer service call 
centers and software developers.
 “Existing hosted client solutions gain 
some efficiencies by consolidating clients, 
but they fall short of delivering the full 
potential for client experience and IT effi-
ciency,” said Doug Balog, vice president 
and business line executive, BladeCenter, 
IBM Systems and Technology Group. “IBM’s 
Virtualized Hosted Client Infrastructure 
with VMware virtual infrastructure software 
can provide high utilization, performance 
and reliability, allowing customers to 

reduce cost and complexity, while provid-
ing the level of desktop functionality and 
quality of support that end users have 
come to expect.”
 The first solution to be rolled out using 
the Virtualized Hosted Client Infrastructure 
is based on IBM BladeCenter, VMware’s vir-
tual infrastructureproduct line -- which has 
been proven in production at more than 
10,000 customers worldwide -- and Citrix 
Presentation Server, the industry standard 
for providing access to client/server and 
desktop-based applications using applica-
tion virtualization. VMware and Citrix are 
two key founding members of Blade.org, 
a collaborative organization and devel-
oper community focused on accelerating 
the expansion of blade solutions and the 
BladeCenter ecosystem.

 “VMware virtual infrastructure makes 
it possible to have one common infra-
structure for both desktops and servers 
and has enormous benefits for customers 
implementing client hosting. It delivers 
availability, responsiveness, flexibility, 
scalability and cost benefits,” said Brian 
Byun, vice president of strategic alliances 
at VMware. “
 VMware virtual infrastructure boosts 
server utilization rates to up to 80 percent, 
driving more efficiencies than a solution 
that is merely dedicated hardware to sup-
port desktop features. We’re excited to be 

working with IBM on continuing to bring 
these benefits to customers with IBM’s new 
Virtualized Hosted Client Infrastructure 
offering.”
 “The new IBM Virtualized Hosted Client 
integrated solution including Citrix keeps 
security and management under IT con-
trol while enabling a more productive and 
personal work environment for end users,” 
said David Jones, corporate vice president, 
business development and corporate 
affairs, for Citrix. “Citrix has added a new 
capability to Citrix Presentation Server that 
works with IBM BladeCenter and VMware 
virtualization technologies to enable 
dynamic provisioning of hosted clients run-
ning full Windows XP Desktop images in a 
secure data center. The resulting solution is 
used to provide the rich experience that PC 
users have come to expect and is now avail-
able from thin clients or legacy PC’s.”
 Citrix Presentation Server allows cus-
tomers to deliver full desktop capability on 
any client from anywhere with high levels 
of security and little to no downtime. In 
addition, the images of the application 
appear on a user’s local, remote or mobile 
computer screen allowing them to work 
seamlessly regardless of their location, con-
nection or device.
 The IBM Virtualized Hosted Client 
Infrastructure brings new important ben-
efits to the information technology (IT) 
department. In addition to delivering 
security and control, IBM says, as it uses 
VMware virtual infrastructure software to 
help improve IT department efficiencies by 
optimizing resource utilization, as well as 
increase end-user performance by dynami-
caly provisioning resources to meet the 
performance needs of each virtual hosted 
client machine. This enables companies to 
support more users with fewer resources, 
while offering the best possible desktop 
experience from virtually anywhere and on 
virtually any device.
 The IBM Virtualized Hosted Client 
Infrastructure will be delivered by IBM 
Global Services (IGS). IGS is currently enroll-
ing customers for pilot implementations, 
and an IGS service offering is planned to be 
available in first quarter of 2006. In addition, 
availability is planned through select IBM 
Business Partners.  

BladeCenter
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NEWS ROUND-UP

WAS CE Takes Open-Source 
Approach
 IBM has announced a new open 
source-based software and support ini-
tiative, called WebSphere Application 
Server Community Edition (WAS CE). To 
be available later this year, the software is 
designed to provide mid-sized businesses, 
departments in large enterprises and busi-
ness partners with easy access to open 
source-based technologies with no upfront 
costs. WAS CE is customizable application 
server software that features a small foot-
print, making it easier to download and 
manage.
 Based on core open source technology 
from the J2EE-certified Apache Geronimo 
application server, WAS CE and related 
subscription support provide a flexible 
and affordable alternative to traditional 
commercial software offerings and can 
help customers begin to deploy a Service 
Oriented Architecture (SOA).
 WAS CE includes technology from 
Gluecode Software, which IBM acquired in 
May. With this new offering WAS CE, IBM 
broadens the range of customer choice for 
infrastructure software, while providing a 
transition to more feature-rich versions of 
WebSphere, the industry’s leading stan-
dards-based middleware.
 WAS CE helps Java developers reduce 
the complexity of application develop-
ment by pre-integrating the most common 
services for building applications. It offers 
customers the choice of a blended com-
mercial offering that provides the inno-
vation of open source as well as greater 
stability and higher levels of support that 
comes from IBM. The new software sup-
ports Apache Tomcat, an industry stan-
dard Web server also from the Apache 
Software Foundation and WAS CE will 
also integrate IBM’s Cloudscape database, 
which is based on the open source Apache 
Derby Project.
 “Customers are looking for support for 
open source technologies from a trusted 
IT vendor,” said Robert LeBlanc, general 
manager, WebSphere, IBM Software Group. 
“WAS CE allows customers and partners 
to tap the innovation of open source tech-
nology – backed by industry leading IBM 
support services – to quickly develop and 

deploy applications based on open source 
technologies.”
 There is no cost for customers to down-
load and use WAS CE. For those custom-
ers that desire technical support, IBM is 
introducing a full line of WAS CE support 
services starting at $900 per server for an 
annual subscription. Available support 
includes a new developer-to-developer 
support service that allows customers’ 
development teams to obtain support 
directly from IBM developers to resolve 

certain business problems using WAS CE.
 IBM is an active contributor to the 
Apache Geronimo open source project and 
will continue to contribute and collaborate 
with the growing community of develop-
ers that advance this project and innovate 
on top of it. IBM is a long time supporter 
of the Apache Software Foundation and 
has donated software code to Apache 
Geronimo. Today IBM is also announcing 
it will extend technical support for Apache 
Geronimo to customers worldwide.  

January 31, 2001
2001 was remembered as the year busi-
ness customers embraced OpenSource, 
declared IBM President and Chief Operat-
ing Offi cer Samuel J. Palmisano in the 
keynote address at the LinuxWorld Confer-
ence at the Javits Center in New York City 
on Wednesday, Jan. 31,2001. Palmisano 
said that the Linux operating system is 
rapidly moving from the world of academia 
and scientifi c computing to commercial 
businesses.

Flashback: OpenSource Ready For e-Business
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Aperi Addresses Open-Source 
Storage Management
 Brocade, Cisco, Computer Associates, 
Engenio, Fujitsu, IBM, McDATA, and 
Network Appliance announced their intent 
to form, a new open source community, 
initially working under the project name 
Aperi, to give customers more choices for 
deploying open-standards-based storage 
infrastructure software. The organization 
plans to develop a common storage software 
management platform that will give custom-
ers greater flexibility in the way they manage 
their storage environments.
 Aperi – derived from the Latin word for 
“to open” -- will take an open approach to 
build a common platform for managing all 
brands of storage systems, with community 
members contributing code and taking 
advantage of a common platform for build-
ing storage software applications.
 Previous storage industry group initiatives 
have focused on establishing standards but 
not collaborating to develop an open source-
based platform to manage storage devices.
 Members of Aperi, which will be managed 
by an independent, non-profit, multi-vendor 
organization, will work together to evolve 
the platform, which will be available free-of-
charge.  The consortium soon will announce 
details about the organization, including the 
multi-vendor board of directors.
 At first, IBM plans to donate part of its stor-
age infrastructure management technology to 
the open source community. Other members 
will have the option to also donate a portion 
of their intellectual property, so that collec-
tively the group can advance the platform and 
encourage developers to write storage man-
agement software based on the platform.
 Providing more flexibility for storage 
management provides a range of benefits 
to customers, who face storage complex-
ity and staff shortages and lack a standard 
way to manage information through its 
lifecycle.  By standardizing on a common 
software infrastructure platform, customers 
will be able to choose from a greater range 
of storage management products.  In addi-
tion, doing so could help eliminate the need 
to “rip and replace” storage management 
software when purchasing new hardware or 
applications, and reduce training require-
ments for storage operations teams.

 Similarly, the community will help 
customers by enabling storage vendors to 
efficiently develop a management platform 
within an open source-based consortium 
framework, while focusing on developing 
new capabilities that enhance their own 
storage products.
 Aperi will build upon existing open 
storage standards, including the Storage 
Networking Industry Association’s (SNIA) 
Storage Management Initiative Specification 
(SMI-S), which develops and standardizes 
interoperable storage management tech-
nologies for storage hardware interfaces. 
 IBM Says Aperi “Door is Open”
 IBM led a conference call regarding the 
formation of a new open source storage 
platform initiative, to be known as Aperi. 
Founding members of this initiative also 
include CA, Brocade, NetApp, and others. 
Notably absent during the call were EMC, 
HP, and Sun Microsystems, although it was 
announced that Sun will be joining the ini-
tiative.
 The new initiative, which apparently 
grew out of discussions within member 
companies of the Storage Network Industry 
Association (SNIA), but which will not be 
directly associated with the SNIA, still lacks 
a board of directors or a timeline. Company 
representatives said the first code will be 

available “in 2006,” but could not be more 
specific.
 Regarding the notable absence of EMC 
and HP, company representatives during 
the call said, “The Door is open, the door 
is open to any company that wants to join 
us.”
 There was also a lack of specificity about 
how this project will encompass both 
Storage Area Networks (SANs) and Network-
Attached Storage (NAS), the two competing 
methods for deploying enterprise storage 
today. The SAN market, led by EMC, remains 
much larger, but NAS has a faster growth 
rate with solutions by market leader NetApp 
setting the standard. The major computing 
platform vendors--IBM, HP, and Sun--each 
try to be leaders in each category, and a new 
company, Pillar Data Systems, is promising a 
universal management solution.
 Yet the worlds of SAN and NAS remain 
distinct, with specific management prob-
lems associated with each. Whether Aperi 
will offer something that resides above (or 
below) traditional storage management soft-
ware, or does indeed produce some sort of 
universal storage management solution is a 
story that will play out as the Aperi board is 
formed, code starts to be written, and feed-
back is received from the vendor and user 
communities.  

From small things, big things are 
“stored”
IBM Developer Vincent Hsu, examines 
a new IBM storage device only slightly 
larger than a shoe box, capable of stor-
ing almost half the collection of the U.S. 
Library of Congress. Just over 5 inches 
high, the tiny TotalStorage system 
enables businesses to store much 
more information than refrigerator-sized 
comparable systems at a fraction of the 
cost while dramatically reducing the 
amount of power and cooling needed 
to run it.
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The wrong people are in the wrong jobs

Modern Management
BY DAVID LANGE

FINAL THOUGHTS

Many professionals believe the goals of management aren’t related 
to achievement, but on perpetuating one’s own position. The 
management process is a bewildering experience for fresh-

man employees and a cause of anguish to experienced professionals. 
Common sense says a manager should be a well-balanced individual, 
unselfish, able to accept information, and adjudicate situations. A man-
ager should be selected based on a proven track record that demonstrates 
responsibility toward everyone, common sense, lack of favoritism, 
attentiveness to detail, and a desire to achieve business objectives with a 
minimum of waste.
 Some 20 years of shared experiences has 
proven these naïve notions to be counterintuitive 
and completely opposite to reality. Burnout among 
IT personnel is increasingly evident. Look at the 
number of publications reporting it. Evidently IT 
personnel have a cynical view of their profession 
and management. One is more likely to be con-
fronted by a manager who lacks ability in technical 
and human terms than not. 
 Why has shoddy management become the 
norm rather than the exception? 
 A possible answer might be how managers get their jobs. Current 
business practice puts more value on degrees than experience. 
Business school advocates claim their curriculums can make a person 
management material regardless of the field. The fallacy of this logic 
is obvious to people who possess career experience over the ponder-
ings of the learned and inexperienced. How can an executive manage 
people without a rudimentary knowledge of the task at hand? More 
likely you’ll find yourself explaining something that’s taken years of 
effort to grasp while the manager seems extremely confused and nurs-
ing a bruised ego. Not that this writer is against gaining a degree. But 
possessing a degree implies one can learn, not the right to manage. 
Unfortunately, business leaders have taken reality out of the equation
and deem experience without merit. Industry reports indicate most 
IT projects wind up abysmal failures, though the problem is errone-
ously addressed by across-the-board cost cutting. Most professionals 
comparing experience say that management doesn’t grasp reality or is 
swamped by ever more complex procedures that take on a life of their 
own. The problem is simply over-complication created by manage-
ment ignorant of the realities of their own business.
 Managers aren’t trained properly by their companies, nor do they 
work their way up the ranks as common sense dictates. A manager 
should be a subject matter expert trained to manage versus simply hav-
ing a management degree. We have created people trained to be self-
centered, close-minded, and lacking any association with the people they 
manage not to mention the actual business at hand.

 On the human side of the equation a common complaint centers 
on the information barriers between management and person-
nel. Professional consultants often complain about management’s 
inability to listen, process information, and take reasonable action. 
The answer isn’t because the manager is less intelligent, but because 
the goals of management are different than the staff’s. By eliminating 
these differences you can actually form a team, though most execu-
tives don’t see that. 
 The net effect of employing an illogical basis for choosing and pro-
moting managers wastes resources in most IT departments. Directives 

to tighten up and limit IT costs have resulted 
in more administrative processes than before, 
though once again the processes are flawed by 
a lack of actual development or administration 
experience. The typical response to the failure of 
the first process is to just reinvent it in another 
form, albeit more complicated and wasteful 
than it was. The net result is that people become 
confused by directives and processes that have 
little to do with the daily business. When your 
staff seem exasperated there might be a reason, 

but most managers don’t realized that they are the problem or seem 
concerned in the least. 
 Not that this situation hasn’t always existed. The problem is practi-
cally biblical. Human nature is the root of the problem and our society 
has yet to address it. The answer isn’t easy, but – be assured – it might 
be found by applying a few basic principles such as:
  1. Minimize the myriad levels of management to a near-fl at 
    organization. 
  2. Allow groups to manage themselves with review by their peers.
  3. Management promotion should be based on achievement.
  4.  Process design should originate from the bottom and not the top.
  5.  Managers should be reviewed by consulting those they manage.
  6.  Allow employees to be inventive and foster discussion.
  7.  Don’t use ruses to dismiss employee frustration. Having a group  
      lunch does nothing to resolve business problems. 
  8.  Act constructively to resolve situation and earn respect.
  9.  Simplify all procedures and openly document them.
10.  Treat your staff with respect.  

David Lange is an independent consultant with some 15 years experience in development, 
architecture, and administration with regard to Unix-based systems. David has survived 
projects dealing with scientific research, manufacturing, banking, and trading systems, but 
would rather spend his time pursuing operatic study, sports cars, and travel.
dlange_scg@hotmail.com
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